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i mport grpc

from QpenSSL i nport crypto

from grpc. _channel

from axxonsoft.
from axxonsoft.
from axxonsoft.
from axxonsoft.

bl
bl
bl
bl

inmport _lnactiveRpcError

.config. ConfigurationService_pb2 inport ListUnitsRequest

.config. ConfigurationService_pb2_grpc inport ConfigurationServiceStub
.auth. Aut henti cati on_pb2 i nport AuthenticateRequest

.auth. Aut henti cati on_pb2_grpc inport AuthenticationServiceStub

def get_channel _credential s(cert_path):
with open(cert_path, 'rb') as f:
certificate = f.read()

creds = grpc.ssl_channel _credential s(root_certificates=certificate)

cert = crypto.load_certificate(crypto.FILETYPE_PEM certificate)
common_nanme = cert.get_subject().CN

return cred

S,

conmon_namne

def get_ssl_channel (server, channel _creds, override_cn, auth_creds=None):
channel _creds = grpc. conposite_channel _credential s(channel _creds, auth_creds) if auth_creds el se

channel _creds

return grpc.secure_channel (server, channel _creds, options=(('grpc.ssl_target_name_override', override_cn),))

def get_auth_credential s(si npl e_channel, usernane, password):
client = AuthenticationServiceStub(sinple_channel)

aut h_reques

t

= Aut henti cat eRequest (user _nane=user name, passwor d=passwor d)

response = client. Authenticate(auth_request)
aut h_header = (response.token_nane, response.token_val ue)
auth_creds = grpc.netadata_call _credential s(

| anbda

cb: cb([auth_header], None))

return auth_creds

def get_authorized_channel (certificate_path, ip="127.0.0.1", port=20109, usernane="root",

server = f"{ip}:{port}"

channel _creds,

try:

cert _common_nane = get_channel _credential s(certificate_path)

si npl e_channel = get_ssl_channel (server, channel _creds, cert_comon_nane)

auth_creds = get_aut h_credential s(sinpl e_channel, usernane, password)

return get_ssl _channel (server, channel _creds, cert_comon_nane, auth_creds)
except _lnactiveRpcError as ex:

print(f"Unable to connect to server. Details:\n{ex.details()}")

if __name__ ==

mai n__

print('This script need to provide a path to the certificate')
path = r"C \ProgranData\l T\ Intell ect X\ Ti cket s\ Node. crt"
channel = get_authorized_channel (path)

config_service

= ConfigurationServiceStub(channel)

request = ListUnitsRequest(unit_uids=["root"])
response = config_service. Li st Units(request)
print(f"Found {l en(response.units)} units:\n{response.units}")

get_authorized_channel
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. certificate_path— ;
ip—IP- ( "127.0.0.1");
port — gRPC API ( 20109);
. username— ( "root");
password — ( "root").

password="root"):
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