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PyKOBOZCTBO N0 HAcTpoiike 1 paboTe c Moay/ieM BupTyasbHblii cepBep AocTyna

1 BeeaeHve B PykoBOACTBO MO HAcCTpoWke n paboTte ¢ MoAy/em
BupTyasbHbI cepBep AocTtyna

Ha ctpaHuue:

+ HasHaueHve [oKymMeHTa
« O6LUVe cBEAEHNSA O NPOrPaMMHOM MOAY/1e
«BupTyasibHbIli cepBep gocTynar

1.1 Ha3HauyeHne goKyMeHTa

[ oKyMeHT Pykosodcmso no Hacmpolike u pabome ¢ Modysnem «BupmyasibHbili cepsep docmyrna» ABNAETCS CNpaBoYHO-
MHC)OPMALIMOHHBIM NOCOGMEM M NpeAHA3HAYEH A5 CNELManIMCTOB NO HACTPOIKe NPOrpaMMHbIX KOMMIEKCOB ACFA-
VIHmennekm, Auto-YIHmeninekm v Face-YIHmesiniekm. B aHHOM PyKoBOACTBE NpefCTaB/eHbl CNeAyoLIme maTepuarsbi:

1. O6wue cBegeHns o moayne BupmyasbHsbili cepsep docmyna.
2. Hactpolika mogynst Bupmya/ibHbili cepsep docmyrna.
3. Pabota moaynst BupmyasibHbili cepsep oocmyrna.

1.2 O6uue cBefeHNs 0 NPorpaMMHOM Moayne «BupTyasibHblii cepBep AocTyna»

MporpammHbIi Mogynb BupmyasbHbil cepsep 0ocmyna sB/sieTCcs YacTbio NPOrpaMMHOro komnnekca ACFA-MIHmesnnekm un
CNYXMUT Ana o6beanHeHns paboTbl MPOrpamMMHbIX KOMMNIEKCOB Auto-VIHmesiiekm v Face-MiHmennekm c ACFA-VIHmerniekm
nyTemMm co3gaHusa BUPTYasibHbIX TOYEK Npoxoa (6e3 obopynosaHusa CKY/).

MporpammHbIlii Moaynb BupmyasibHeili cepsep docmyria No3BoISIET BbINOMHATE cefytolime yHKUUN:

1. CospgaHuve BUpTyasibHbIX TOYEK Npoxoga (6e3 o6opyaoBaHmsa CKY/) Ha 6a3e pacno3HaBaHusa nuu, (cM. Hactpoiika
BMPTYaU/IbHOI TOUKM NpOXoJa nNpu pacno3HaBaHuy N1L) 1 HOMepoB aBTomobuneli (cM. HacTpolika BUpTyasibHO
TOYKM MpOXoAa Npv pacnosHaBaHUM HOMEPOB aBTOMOGWIEN).

2. B CKY[, ocywectBnATb ABYX(DAKTOPHYIO Bepudmkaumio B pexmume Kapra +/1nuo (cm. OpraHusanus
[ByXhakTOpHOIi BepudmKaumm).

3. BbINOMHATE MOHUTOPWHI 1 KOHTPO/b TEMMEpaTypbl 1L, PACNO3HAHHOTO C NOMOLLbIO Face-VIHMesniekm v
Tensnosusopa (CM. OpraHmsauysa MOHUTOPUHIA U KOHTPO/IA TeMneparypbl n1mua).

4. BbINOMHATb pas/iMyHbie AeNCTBUS B CUCTEME (Hanpumep, OTKPbIBaTb WM 3aKpbliBaTh Liiarbaym, 6nokmposaTb
TOYKY NPOX0Aa) C MOMOLLIbIO CKPUMTOB UM MakpOKOMaHS, Mo pasInyHbiM COBbITUAM (CM. [porpaMMHbIi KOMIEKC
WHTennekt. PykoBoACTBO MO NPOrpaMmM1MpoBaHuio).

JloKyMeHTauus no nporpaMMHbIM KOMMiekcam Auto-n Face- v VIHmesnekm 6a308bil jOCTyna 34ecCh.

BBefeHne B PyKOBO/ICTBO MO HACTpolike 1 paboTe ¢ Moaynem BupTyasbHblii cepBep goctyna - 3
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PyKOBOZCTBO N0 HAcTpoiike 1 paboTe c Moay/ieM BupTyasbHblii cepBep AocTyna

2 JlueH3supoBaHne Mmoayns BupTyasnbHblil cepBep AocTyna

JaHHblli MoAyNb HE NULEH3UPYETCS.

JNvueHsvposaHve moaynsa BupTyanbHblil cepeep goctyna - 4



PyKOBOZCTBO N0 HAcTpoiike 1 paboTe c Moay/ieM BupTyasbHblii cepBep AocTyna

3 HacTpoika nporpaMMHOro Mmoaynsa BuptyasnbHbI cepBep AocTyna

3.1 HacTpolika BMpTyasibHOW TOUKN Npoxoda Npu pacno3HaBaHMM HOMEPOB
aBToMobuneun

OpraHun3aums BUpPTyasibHOM TOUYKM NPOX04a Npu pacno3HaBaHMn HOMepPoB aBToMobuAeli N03BOMAET (PUKCMPOBATbL MPOXOL
(co6biTne ACCESS_IN) npu pacno3HaBaHuy HOMepPa, KOTOpPbIA ecTb B 6ase faHHbIX (B napameTpax nonb3osBarens,
3aaBaeMbIx B Mogyne 6ropo npornyckos).

[ns opraHusauuy BUPTYasibHOW TOUKM NPOX0Aa Npu pacno3HaBaHU HOMEPOB aBTOMOGMNE HEOBXOAUMO BbINOMHUTL
cnepywoume aencTems:

1. Ha 6a3e o6bekTa Komnblotep Ha Bknagke OGopyaoBaHue A1asioroBoro okHa Hactpoiika cuctemMbl co3gatb
06beKT BupTyasibHbIN cepBep goctyna.

ArpaaTerTypa OBopynosaHne

=-&d LOCALH 05T [O-VOROBYOVA]

@ BuptyaneHeii cepeep goctynal [1]

2. Ha 6a3e o6bekTa BupTyanbHblii cepBep A0CTyna co3aath 06LekT Touka npoxoaa AUTO.

ApeTerTypa OBopyooEaHue

=& LOCALHOST
=-42% BupTyaneHeii cepeep goctyna 1

----- ) Touka npoxoaa AUTO 1.1

HacTpoiika nporpaMMHOro Moayns BupTyasnbHblil cepsep goctyna - 5
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PyKOBOZCTBO N0 HAcTpoiike 1 paboTe c Moay/ieM BupTyasbHblii cepBep AocTyna

BbINO/THUTL HACTPOVKY TOUKM NpoxoAa:

|.|..| | |T|:|'-|Ka npoxoaa ALTO 1 Cepeep: K.aHan pacnosHaEaHua Horepos 1 w 1
Bron & Pazaen 1.1 “ 2
BupTYaneHel cepeep Tk AHHHTE
Brion Ka Pazpen 1.2 W 3
BupryaneHeli cepeep goctyna 1
KoxTpons PewaeT cepeep e 4
Pesoam Toneko pacno3HaBaHWe e 5

BbiGpaTb KaHa/1 pacno3HaBaHWs HOMEPOB, Ha 6a3e KOTOPOro He06x0AMMO OpraHM3oBaTb TOUKY Npoxoaa (1).
113 packpbiBatoLlerocs cnicka Bxog, B BbibpaTb 06beKT Pa3gen COOTBETCTBYOLLMIA TEPPUTOPUN, B KOTOPYHO
ocyLLecTBsieTcs BXop, (2).
M3 packpbiBatoLlerocs cnicka Boixog ns Bolibpatb 06beKT Pa3pgen COOTBETCTBYHOLLMIT TEPPUTOPUN, U3 KOTOPOIA
OCYLLIeCTBISAETCS BbIXOA, (3).
13 packpbiBatoLlerocs cnicka KOHTposb BbIGpaTh pexum npegocTaBieHns goctyna (4):
« Peluaet cepBep - pelleHne 47 AocTyna uam otkasa NpUHMMaeT cepsep (B TOM YMC/Ie MpY NOMOLLN
CKpUNTOB).
- Pelwiaet oneparop - pelleHune gns 4octyna uay otkasa npuHMMaeT onepartop ¢ NOMOLLbO
mMoayns Juecnemyep cobbimud (M. PaboTta ¢ nporpaMmMHbIM Mogynem Aucnetyep cobbiTnii). Mpu Bbibope
[aHHOro pexmma CTaHyT AOCTYMHbI Criedytolme HacTPOKK:

KoHTpone PewaeT onepatop e
TatimayT 10 =

« TailimayT - 3a]a€eT B CEKyH/1ax BPEMEHHOI HTEPBa/ OXWUAaHUs NOATBEPXAEHUS AOCTyna
onepaTopoMm. B TeueHve 3aaHHOro TaiiMayTa BCe Npouune 3anpochkl 0T KaHasa pacno3HaBaHus
HOMEPOB UTHOPUPYIOTCS.

Ecnu 6b11 BbIGpaH pexum NpefocTaB/ieHns goctyna PewwaeT cepBep, TO U3 packpbiBatolLerocs cnvicka Pexum (5)
BbIGPAThL PEXUM NMPOBEPKM NpaB AocTyna:
« TonbKo pacrno3HaBaHue - cepBep NPYHUMAET PeLeHne 0 NPeaoCcTaBeHNN AOCTyNa TOMIbKO HA OCHOBaHUM
pacno3HaBaHusi HOMEPOB.
« MpoBepka NpaB gocTyna - cepBep NPUHUMAET peLleHre O NPefoCTaB/IEHNM A0CTyNa NOC/e YCNEeLHoro
pacno3HaBaHusi HoMepa ¥ YCMeLLIHO NPOBEPKY NpaB A0CTyNa Nosib30BaTe/1s, KOTOPOMY NPUHAANEXUT
aBTOMOG6U/Ib (YPOBHS 1OCTYNA, BPEMEHHBIX 30H, 6/TOKMPOBKM, ABOHOTO Npoxoaa). Mpwu BbIGOpe AaHHOIo

HacTpoiika nporpammHoro Moaynsi BupTyasnbHeblil cepBep goctyna - 6
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pexunmMa CTaHyT AO0CTYMNHbI cieayouine HaCTpOﬁKMZ

Pessiar MpoBepka Npas nocTyna w
Hauano nefcTBMA He npoEepATs W
O KoHYaHWE NERCTBHA He npoEepATs w
MpoEepka SNOKMPOBKK ]
[poBepka aHTHNACCOSKE L]
« Hauano peiicTeus 1 OKOHUaHMe AeliCTBUSA - 33[aeT PEXUM NPOBEPKM CPOKa AENCTBUS KapThbl
jocTyna:

+ He npoBepaATb - He NPOBEPsTb AATy Hauasa UM OKOHYaHUS CPOKa AeNCTBUSA KapTbl.
+ He BKNIOUUTENBLHO - HE BK/OYaTb B MPOBEPKY AATy Hauyasia UM OKOHYaHUs CpoKa AeicTeus

KapTbl.
+ BKNOUUTENBHO - BK/lOYaTb B NPOBEPKY AaTy Hauyasia UM OKOHYaHUs CpoKa AeincTBUs KapTbl.

« MNpoBepkKa 6/10KUPOBKM - yCTAHOBUTb (0N12XKOK, YUTOObI MPOBEPATL 3a6/10KMPOBAH /i MO/b30BaTE b.
« MNpoBepkKa aHTUNACCG3KA - YCTAHOBUTL (D/TAXKOK, YTOObI OCYLLLECTB/IATH KOHTPO/b BONHOIO
npoxoga.

9. HaxaTb KHOMKY MPUMEHUTD (6) 4151 COXPAHEHUSI U3MEHEHMUIA.

OpraHu3aumsi BUpTyasibHOM TOUKM NPoXoJa nNpv pacrno3HaBaHMy HOMEPOB aBTOMO6UIEN 3aBepLUeHa.

3.2 HacTtpoiika BUpTyasibHOI TOUKM Npoxoaa Npu pacrno3HaBaHun fmy

OpraHu3aums BUPTyasibHOM TOUKM NPOXO4a Npy pacno3HaBaHWUK 1L, NO3BOAET OUKCMPOBATL NPOXOL (CO6bITUE
ACCESS_IN) npu pacno3HaBaHuu n1La, KoTopoe ecTb B 6ase AaHHbIX (CM. [porpaMmMHbIi KOMMeke Face-VIHTenexT.
PyKoBOACTBO afMUHUCTPATOpPA).

[nsi opraHusauuy BUPTYasibHOM TOUKM NPOXoja Npuv pacno3HaBaHUy Nl HEO6XOAMMO BbINOHUTL Crieylolue AelicTBUS:

1. Ha 6a3e o6bekTa Komnblotep Ha Bknagke OGopyaoBaHue A1asioroBoro okHa Hactpoiika cuctemMbl co3gatb
06beKT BupTyanbHbI cepBep gocTtyna.

OBopyooEaHWe

=& LOCALHOST

E:B EvpTyaneHeiil cepeep goctyna 1

2. Ha 6a3e o6bekTa BuptyanbHbIi cepBep goctyna co3gaTb 06bekT Touka npoxopga FACE.

OBopynosaHne

B-E& LOCALHOST
EF:}EI BupTyaneHelil cepeep goctyna 1

-..{8) Touka npoxoga AUTO 1.1

- [ | Touka npoxoga FACE1.1

HacTpoiika nporpammHOro Moayns BupTyanbHblii cepsep focTtyna - 7
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PyKOBOZCTBO N0 HAcTpoiike 1 paboTe c Moay/ieM BupTyasbHblii cepBep AocTyna

3. BbINOAHUTL HACTPOIIKY TOukM npoxoaa FACE:

|'I.'I | |T|:|'-|Ka npoxoga FACE 1 ilitelel iteie) | e 1
Cepeep: Cepeep pacnosHAEaHUA ML 1 ~ 2
BupTYaneHel cepeep Tk AHHHTE
Bxon e Pazgen1.1 w 3
BupryaneHeli cepeep goctyna 1
Bemog 1z Pazgen1.2 w 4
KoxTpons PewaeT cepeep e 5
Pesaam Toneko pacnozHaBaHue e 6

4, BblbpaTb kamepy, KOTOPOI1 OCYLLECTBAAETCA pacno3HaBaHve nuy,. Kamepa gomxHa paboTtaTe B cOCTaBe cepBepa
pacnosHaBaHus iy, (1).

5. BblbpaTb cepBep pacno3HaBaHus /nu, Ha 6a3e KOTOPOro Heo6XoAMMO OpraHM30BaTh TOUKY NPOXoAa (2).

6. W3 packpbiBatoLlerocs cnicka Bxog B BbiopaTb 06beKT Pa3gen cOOTBETCTBYIOLNIA TEPPUTOPUM, B KOTOPYHO
ocyllecTBnsieTcs Bxop, (3).

7. N3 packpbiBatoLlerocs cnicka Bbixog us BbibpaTb 06bEKT Pa3gen COOTBETCTBYOLNIA TEPPUTOPUM, U3 KOTOPOIA
OCYLLIeCTB/IAETCS BbIX0OS, (4).

8. V3 packpblBatoLwlerocsi cnmcka KOHTposb BbIGpaTb pexum npegoctasneHns goctyna (5):

« Pewaert cepBep - pellieHne An1s gocTyna uav oTkasa NpyHMMaEeT cepBep (B TOM Yuc/e Npy NOMOLLM
CKPUMTOB).

« Peliaet oneparop - peLueHune gns gocTyna uam otkasa npuHMMaeT onepartop ¢ NOMOLLbI0 MOAY A
JAucrnemuep cobbimudli (cM. PaboTa ¢ nporpaMMmHbIM Mogynem Aucnetyep cobbituii). Mpu Bbibope AaHHOIO
pexvuMa CTaHyT AO0CTYMNHbI CEAYHOLINE HACTPOKN:

KoHTpone PewaeT onepatop e

-

TaimayT 10 =

« TaiimayT - 33/]a€T B CEKYHAAX BPEMEHHO MHTEPBA/T OXMAAHNS NOATBEPXKAEHUS AOCTyNa
onepatopom. B TeueHve 3afaHHOro TaliMayTa Bce npouve 3anpockl oT CepBepa pacrno3HaBaHus nuy,
UrHOPUPYHOTCS.

9. Ecnu 6bin BbIGpaH pexvM npegoctas/ieHns AocTyna PewwaeT cepBep, TO U3 packpbiBatoLLerocs cnmcka Pexxum
BbIOPATbL PEXUM NMPOBEPKM Npas [ocTyna (6):
+ Tonbko pacnosHaBaHue - cepeep NPUHUMAET peLleHne 0 NPeAoCcTaBNeHUN A0CTYNa TONbKO Ha OCHOBaHWUU
pacnosHasBaHunsa nuu,

HacTpoiika nporpammHoro Moaynsi BupTyasnbHeblil cepBep goctyna - 8
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. MpoBepka NpaB gocTyna - CEPBepP NPUHUMAET PeLLEHNE O NPEfOCTAB/IEHNM [OCTYMNa NOC/IE YCMNELHOro
pacrno3HaBaHusa n1LUa 1 ycrneLHol NpoBepKn Npas A0CTyna nosib3oBaTessi (YpOBHS AOCTYNa, BPEMEHHbIX
30H, 6/10KMPOBKU, ABOHOIO Npoxoaa). Mpu BbIGOpe JaHHOTO peXxuMa CTaHyT JOCTYMNHbI Crieayolme

HacTpolikm:

Pessiar MpoBepka Npas nocTyna w

Hauano neficTemA He npoEepATs W

O KoHYaHWE NERCTBHA He npoEepATs w

MpoEepka SNOKMPOBKK ]

MpoBepka aHTHNAacCEsKa ]

« Hauano geiicTBus 1 OKOHUaHUe AeiCTBUSA - 33aeT PEXUM NPOBEPKM CPOKa AENCTBUSA KapThbl
jocTyna:

« He npoBepsThb - He NPOBEPATL AATY Hayasa U OKOHUYaHUsSi CpoKa AelicTBMS KapTbl.

« He BKIIOUUTENILHO - HE BK/IlOYATb B NPOBEPKY AaTy Hauasia WnM OKOHYaHWsl Cpoka AeicTBus
KapTbl.

« BKIHOUMTENBLHO - BK/OYaTh B NPOBEPKY AaTy Hayana Uam OKOHYaHUA cpoka AeincTBus KapThbl.

« MpoBepkKa 6MOKUPOBKY - YCTAHOBUTL (D/12XKOK, UTO6bI NPOBEPSATHL 3a6/10KMPOBaH /U NoJ/b30BaTe b,
« MpoBepKa aHTUNACcCG3Ka - YCTAHOBUTbL (P1AXKOK, YTOBbI OCYLLIECTB/SATL KOHTPO/b BOHOO
npoxoaa.

« MOHVUTOPUHT TemnepaTypbl - eCNv TPEGYETCS OCYLLECTBATL TOMIbKO MOHUTOPVHT TEMNepaTypbl vua
(cm. OpraHusaumsi MOHUTOPUHTA 1 KOHTPO/St TEMNePaTypbl nLa).

« KOHTponb Temnepartypbl - eciivi TpeGYeTCs OCYLLECTBATL TOIbKO KOHTPO/Ib NMPEBbILIEHUS opora
Temneparypbl nuua (cMm. OpraHnsaliyis MOHATOPUHIA 1 KOHTPO/IA TemnepaTypbl n1ua). Mpu BbiGope AaHHOro
pexuma CTaHyT A0CTYMNHbI Cliefytole HacTPOoKK:

Pesiaana KoHTpONE TEMNEpaTypEIl P

BnokupoBKa NONLZ0BATENA NPKU TREBOTE ]

« BnoknpoBka nonb3oBartesns Npu TPEBOre - yCTaHOBUTb (D1aXKO0K, YTOObI MPY NPEBbLILLEHUN
TemnepaTypbl N0/Ib30BaTe/Ib aBTOMATUYECKM 6/10KMpOoBasics (B Mogysie bropo nporyckos byaeTt
BbiCTaBneH napameTp Monb3oBatenb 3a610kMpoBaH - fa). [Npy coBmecTHOl paboTte co CKY/,
BKJ/THOUYEHHOI AVUHAMVKOW, Takoli Nosib3oBaTesib OyaeT aBToMaTuyeckn yaasieH n3 KOHTposiiepa u, B
pesynbsrare, He Nosy4YnuT AOCTY.

10. Haxatb KHOMKy MpuMeHUTb (7) 415 COXPaHEHUS U3SMEHEHWIA.

OpraHmnsaums BUPTyasibHOM TOUYKM NPOX04a Npu pacno3HaBaHK L, 3aBepLUeHa.
3.3 OpraHu3saunsa aByxdgpakTopHOW Bepuukaumm

3.3.1 O6bume cBefeHusA o ABYXdakTOpHOM Bepudmkaumm
[JByxchakTopHas Bepudmkauma no3sonseT B cuctemax CKY/, npefoctaBnsTe 4OCTYN TONbKO NOC/1e COBMECTHOW

yCI'IGUJHOVI nposepkn KapTbl AoCTyna nonb3osatens v Jinua gaHHoro nonb3osarens.

BHumaHue!

B aTOM pexume nepBoii Bceraa Ao/mKHa NPUKNaabiBaTbCsl KapTa AoCTyna nob30BaTtesis U TOSIbKO 3aTeM
MPOMCXOAUTL BepudhmrkaLums nmua.

[ByxdakTopHas BepucrkaLms NpoucxoanT B HECKOMNbKO 3TanoB. b/iok cxema paboTbl ABYX(hakTopHOI BepuchmkaLmmn
npeacTaBneHa HUXeE.

HacTpoiika nporpammHoro Moayns BupTyasnbHeblil cepBep goctyna - 9



Mony4yeHne cobbITUA 3anpoca Ha
gocTtyn

..,.,-"""Coana,ueﬂue:

<" 1. Tun TouKK aocTyna
2. 1D Tourn gocTyna
3. CobbiTHe 3anpoca
4. Kew-napameTpbl, £CNH OHK ECTh
(Hanpumep nposepka 1D >
\ nonbL30BaTenA s param1)

- i \\\\'\\\
_~HyxHo npoeepaATh ™.

PyKOBOZCTBO N0 HAcTpoiike 1 paboTe c Moay/ieM BupTyasbHblii cepBep AocTyna

Het

< >
~.ipaea foctyna? _~

Her

"

e

~
i
- R

Bropo# stan

Y

¥ ¥ Y

Pe3ynkTat: npoBan

PeRUM:
PeluaeT cepeep

Pesum:
Pe[UpeKT MpH yenexe

Pexum:
PequpekT Bcerpga

Pestum:
PequpekT Npu oTKase

S——

Peakuyna ana oTkasa

E—

CofbiTHE Aeneralmm
no FACE_VF:
REDIRECT_DENY

i
.

'<::i;|pOBepKa YCI‘IELLIHa'%:}—)

BepuduKkaumna nuya

Bbixon, TpeTuit aTan
BTopo#n aTan
Pesynbrat: ycnex
v +—'—+ ¥
Pesknm: PesknM: Pexum: Pexum:
PewaeT cepeep PefvpeKT npu oTkase|| Penupekt sceraa | |PemupekT npM ycnexe

BTopo# aTan.
Pesynbrat: nposan

’ \
-~ Bepuukauua
. ycnewwa?
& o

BTopoi aTtan.
PesynbTat: yenex

—

——

Peakuua Ana gocTyna

CobbiTHe feneraluu
no FACE_VF:
REDIRECT_ACCESS

Brixof

TpeTuil 3Tan

TpeTui 3Tan

Aucnemyep coGuimui/PomoudeHmugukauus/Gkpunm
NEepEXBaTLIBAIT COGLITUE Jeneraluu OT BepuuKaTopa

Peakuus ycnexa B

Peakuna gna goctyna

-

Peakuusa ycnexa

FACE_VF: 4—“\'ﬂpcwn I'IO,EI,TBE:p}K,D,eI—‘!\?"—V FACE_VF:
OF_GRANTED g OP_DENIED
\ \\\\ '/,"'

h 4 v

Peakuyua Ana oTkasa

3.3.2 HacTtpoiika aByxghakTopHOI Bepudmkaumnm

[ns HacTpolikn AByX(hakTOpHOIN BepudimKaLmMm He06XoAMMO BbINOHWTL CAeayoLmne 4encTBus:
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PyKOBOZCTBO N0 HAcTpoiike 1 paboTe c Moay/ieM BupTyasbHblii cepBep AocTyna

. Ha 6a3e o6bekTa KomnbloTep Ha Bkaake O60pyaoBaHmMe 41aioroBoro okHa HacTpoiika cucTembl co3aathb
06bekT BUpTyasibHbIii cepBep AocTyna.

DfopynoEaHWe

epeep Ferco 32U v

m Cepeep pacnoznaeanua nuy 1 [1]

ﬁ ¥crpoicreo engeoescga l [1]

. Ha 6ase o6bekTa BupTyanbHbiii cepsep goctyna cosaars 06bekT Bepudmkarop FACE v nepeiity Ha ero
naHesib HaCTPOUKN.

=& LOCALHOST [R-NAZAROV-PC]
E@BH A CEQEBED A0 1[1]

B Cepeep Perco 520 v

F' Cepeep pacnozHaeanua nuy 1 [1]
ﬂ ¥crpoictee engecescgal [1]

. W3 packpbiBatoLerocs cnvcka Kamepa (1) BbiGpaTh KaMepy, KoTopasi OCYLLECTBAAET 3axsar finL. Kamepa aomxHa
pa6OTaTb B cocTtaBe CepBepa pacrno3HaBaHUs JiuLl.

|'I.'I | |BE|:IH¢'HKEITD|:I FACE 1 | Kamepa Kamepa | e 1

Cepeep: Cepeep pacnozHagaHKa Ay 1 w 2
BupTYyaneHell cepeep Tk AHHHTE

Kontpone PewaeT cepeep e 3
| BupTyaneHeH cepeep gocTyna 1

Pessaam Toneko pacnosHaBaHwe ' 4

OfbekTHAA MOLENE BEPHODME LMW

Tun ofeekra: | Biosmart UniPass w
DéeerT: | Biosmart LniPass 1 w
Cofibrue: | Otkas goctyna [Ant-Pass-Back) -

Pearuma ona goctyna: | OTkpems b

oo~

FPeakuua ona oTkaza: | Jakpeme e

K.ew-naparderp M1

Kew-naparerp M 1 0

K.ew-naparerp M3 |

M3 packpbiBatolLierocsi cnvicka Cepsep (2) BbibpaTh CepBep pacrnosHaBaHus uL.
. W13 packpbiBatoLerocs cnmcka KOHTponb BbiGpaTb pexuM NpeaocTaBneHns aoctyna (3):
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6.

10.

11.

12.

PyKOBOZCTBO N0 HAcTpoiike 1 paboTe c Moay/ieM BupTyasbHblii cepBep AocTyna

« Pewaert cepBep - B 3aBUCUMOCTW OT pe3ysibTata NPoOBEPKM NpaB AocTyna/Bepudmkauum nuua
reHepupyeTcs peakuus Ans 4ocTyna uny otkasa.

« PepupekT Bcerga - BHe 3aBMCMMOCTU OT pe3y/ibTaTa BTOPOro atana BepndnkaTop nepeHanpasisieT CBoé
pelleHne Ha BHelWwHuii Bepudpmkartop (Jucrnemyep cobbimuli/PomoudeHmudbukayuto/Ckpunm). B
3aBMCUMOCTU OT pesy/ibTata reHepupyeTcs peakuns oas 4ocTyna nuam otkasa.

« PepupekT npu oTKase - eC/v NepBblii 3Tan ycnewleH, To AaHHbI PeXM aHalornyeH pexvMy Pewaet
cepBep. Ec/iv nepBebIii 3Tan NpoBasieH, TO OCYLLECTBASAETCS AeNerauus BHELWWHEMY BepUGIMKaTopy.

« PepupekTt npu ycnexe - eCnv NepBblii 3Tan NPoBasieH, TO AaHHbIV PEXMM aHa/lorMyeH pexnmy Pewaet
cepBep. Ec/iv nepBsbIii 3Tan ycnewleH, To OCYLECTBASETCS Aeneraunsi BHELLHEMY BepudInkaTopy.

3 packpbiBatoLerocs cnvcka Pexum BoiopaTtb pexum npoBepky npas gocTyna (4):

+ TonbKo pacnosHaBaHue - cepBep NPUHUMAET peLleHne o0 NpefocTaB/IeHn AOCTYrna TOMIbKO Ha OCHOBaHWUU
Bepudpmkaumm mua.

 Mposepka npaB AocTyna - cepsep NpPYHYMaeT peLleHne 0 NpegocTaseHnn 4OCTyna noce ycneLHowm
NpoBepKM Npas AOCTyna nonb3oBatens (YpoBHS AOCTyNa, BPEMEHHbIX 30H,
6/10KMPOBKM, OTCYTCTBUA ABOWNHOIO NPOX0AA) W, 3aTeM, ycneLuHo Bepudmkauum nuua. Ecnv Ha atane
NpoBepKN Npas JocTyna 6yaeT 06Hapy)XeHO HECOOTBETCTBME NPa., TO Ha YCTPOCTBO OYAET BblAaH OTKa3 B
[ocTyne, a Bepudmkaums nuua 3anylieHa He 6yaet. CobbiTue 06 oTkase B 4OCTYyNe OT 06bekTa
Bepudbukatop FACE B [Ipomoko/ie cobbimuli oTobpaxarbcs He 6yaeT. Mpu BbIbope faHHOIo pexnma
CTaHyT AOCTYNHbI CAeAyloLLMe HACTPONKU:

Pessiar MpoBepka Npas nocTyna w
Hauano neficTemA He npoEepATs W
OkoHYaHKE DERCTEMA He npoEepATs w
MpoEepka SNOKMPOBKK ]
MpoBepka aHTHNAacCEsKa ]
« Hauano geiicTBus 1 OKOHUaHWe AeliCTBUSA - 33aeT PEXUM NPOBEPKM CPOKa AENCTBUSA KapThbl
jocTyna:

« He npoBepsThb - He NPOBEPATL AATy Hayasia U OKOHYaHUsi Cpoka AelicTBMS KapTbl.

« He BKIIOUUTENIBHO - HE BK/IlOYAaTb B NPOBEPKY AaTy Hauasia Wn OKOHYaHWsl Cpoka AeiicTBus
KapTbl.

« BKIHOUMTENBLHO - BK/OYaTh B NPOBEPKY AaTy Hayana Uam OKOHYaHUA cpoka AeicTBuUsS KapThbl.

« MpoBepkKa 6MOKUPOBKY - YCTAHOBUTL (D/12XKOK, UTO6bI NPOBEPSATL 3a6/10KMPOBaH /U NoJ/b30BaTe b,
« MpoBepKa aHTUNACCG3Ka - YCTAHOBUTbL (P1AXKOK, YTOBbI OCYLLIECTBSATL KOHTPO/b BOHOTO
npoxoaa.

13 packpbiBatoLerocsi cnucka Tun oobekTa (5) BbiopaTb TUN 06bEKTA, KOTOPLI BYAET SABASATLCA MHULNATOPOM
npoBepku nuua. Kak npaBnio aTo Touka AoCTyna, CYUTbIBaTE b U T.1.

M3 packpbiBatoLLerocs cnncka O6beKT (6) BbibpaTb 06bEKT 3ajaHHOTO BbliLle Tuna.

M3 packpbiBatoLlerocsi cnmcka CoobiTue (7) BbibpaTtb COObITUE, O KOTOPOMY OYAET 3anyLleHa npoBepka

nuua. Cnmcok AOCTYMHbIX COOLITUIA 3aBUCUT OT BbIOpaHHOIO TUna oobekTa.

M3 packpbiBatoLLerocs cnucka Peakuusa ansa goctyna (8) BbiopaTb kKoMaHay, koTopas OyaeT oTrnpas/ieHa Ha
0ObEKT-MHMLMATOP NpK ycnewHol Bepudmrkaymm nmya. CiMcok AOCTYMNHbIX KOMaH 3aBUCUT OT BbIOpPaHHOIo Tuna
o6bekTa.

M3 packpbiBatoLLerocs cnucka Peakunsa ans otkasa (9) BblopaTb KOMaHAy, KoTopas 6yaeT oTnpasB/ieHa Ha 06bekT-
NMHULMATOP Npy HeycneLwHoW npoBepke/Bepudmnkaunm nuua. CnnMcok AOCTYMHbIX KOMaHg, 3aBUCUT OT BbIOpaHHOTo
Tuna oobekTa.

Mpn HeobxoaumocTu B nonsx Kew-napametpbl Nel-N3 (10) 3agaTh napameTpbl, KOTOpble MHAMBUAYaSbHBLI A1
Kakoro nporpammMHOro mogynsa uHrerpaummn CKY/, ¢ kKoTopbiM OCyLLeCTBSIETCA paboTa.

MpumeyaHue

Hanpvmep, B Mofy/ie nHterpaummn PERCo-S-20 v.2 KaxXaplii 3arnpoc onepaTopy CONnpoBOXAaeTcs
napameTpom request_id. 3TOT napameTp Heo6xoAMMO 06A3aTefIbHO BO3BPAaLLaTh Npu NOATBEPKAEHNN
[ocTyna, nHaye KomaHza 6yaet npourHopuposara. Ana CKY[ Noder Takum napameTpoM SiBSETCA
paraml.
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PyKOBOZCTBO N0 HAcTpoiike 1 paboTe c Moay/ieM BupTyasbHblii cepBep AocTyna

13. Haxatb kHOMKy MpuMeHuUTb (11) 419 COXPaAHEHNS HACTPOEK.

Mpumep HacTpoiik1 ABYX(DAKTOPHOW BEpUHMKALIMK /151 MOAY/ISt UHTErpaunmn PERCo-S-20 v.2 NPeACTaB/EH HUXE.

11 ][Bepuspmrarop FACE 1 | Viitelyel el | i
Cepeep: Cepeep pacnosHIEaHUA MWL 1 ~
BUpTYaneHER cEpEEp Tk NHHHTE
KoHTpons PewaeT cepeep e
BupTyaneHel cepeep goctyna 1

Pesiaam MNpoeepka npas pocTyna e

Hauano neficTeuA BrntouiaTeneHD e

OkoHuyatwe DefcTBHA BrntouiTeneHD w
NpoBepka SnoKKMpoBKK
Mpoespka anTunacetisxka

ffeekTHAA MOOENE BERHPHESLHM

Tun oteekTa;  CudTeiEaTens Perco 520 w2 -

OfeekT: Cuvrbieatens Perco S20 2 1 a

CofSemue: | 3anpoc oneparopy b

Peakuna gna goctyna: | Joctyn paspelleH s

Peakuma gna otkasza: | JocTyn sanpewed W

Fewrnaparerp M1 | request_id

Kew-naparerp M:2: | param?

Few-naparerp M23:

[MpumeHATE CmaeHrTE

HacTpoiika fgByxtakTopHOl Bepmdmkauum 3aBepLueHa.
34 Opl'aHI/I3aLI|I/IFI MOHUTOPUHIa N KOHTPONA TeMNepParypbl /inta

3.4.1 O6LUMe cBeAEeHNS 0 MOHUTOPUHIE N KOHTPOe TeMnepaTypbl nmua

MporpaMmmHbIii Moayib BupTyanbHblii cepBep A0oCcTyna Mo3BosIsieT NosyyaTs TEMNepartypy /mua, KoTopyr 3aMepsieT
TennoBu3op Ha ctopoHe MK Face-MIHmeniekm npy pacnosHaBaHuy ivua. Temnepatypy nmua, Hanpumep, MOXHO
oTobpaxarb Ha MoHWUTOpe A5 OnepaTtopa ¢ NOMOLLLI0 NPOrpaMMHOro Moayns Jucrnemyep cobbimud v, B criyyae
MpeBbILIEHNS 3a4aHHOI0 Nopora TemnepaTypbl, 6/10KMPOBaTh TOUKY NPOXoA4a A0 TOro MOMEHTA, MoKa TpeBora He byaet
obpaboTtaHa OnepaTopom.

3.4.2 HaCTDOVIKa CUCTEeMbl MOHUTOPUHIA N KOHTPOIA TeMnepaTtypbl nmua
HacTpoiika ccTeMbl MOHUTOPUHIA U KOHTPO/S TEMMNepPaTypbl INLA OCYLLECTBNSETCS C/eyHoLIMM 06pa3oM:

1. BbINnonHUTb HaAcTPoiiKy MK Face-VIHmMesnekm cornacHo AoKyMeHTaLun.

HacTpoiika pa6oTbl Cepeepa pacrnosHaBaHUs ML, C TEN0BN30POM.

2. BbInonHUTBL HacTpoiiky o6bekTa Touka npoxoga FACE corfiacHo AokymeHTauun. Obs3are/ibHble HAaCTPONKM
NPUBEAEHbI HUXE:

HacTpoiika nporpaMmmHoro Moayns BupTyasnbHeblii cepeep gocTyna - 13
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« Ecnn TpebyeTcsa oCyWeCcTBAATL TO/IbKO MOHUTOPUHT TEMNEPaTypbl (TONIbKO 0TOGPaKEHME), TO U3
packpbiBatoLLerocs cnvcka Pexxum BbiGpats MOHMTOPUHT TemnepaTypbl.

« Ecnu TpebyeTca oCcyWecTBATL KOHTPO/b MPEBLILLEHNUS NOPOra TEMMNepaTypbl, TO U3 PacKkpbIBaOLLErocs
cnucka Pexum BbiGpaTb KOHTpO/Ib TeMnepaTypbl.

MpumeyaHne

[nsi ofHOBpEeMeHHO pa6oTbl MOHUTOPVHIA U KOHTPOJIS TEMMepaTypbl HE06X0AMMO CO3aaTh ABa
o6bekTa Touka npoxoga FACE, 334aB AJ151 KXKA0T0 PEXUM MOHUTOPUHIA/KOHTPO/ISt TEMNEepaTypbl
COOTBETCTBEHHO.

3. BbINOHWTBL HACTPOIiKY NporpammMHOro moaynsa Jucnemyep cobbimuli COrnacHo AokymeHTaumm. ObsizaTesibHble
HaCTPOViK/ NPUBEAEHbI HNXE:
a. NS Kak4oro pexmma MOHUTOPUHIA/KOHTPO/IA Co34aTb U HACTPOUTL 06bEKT MpaBuI0 0TOGPAXEHMS:

= [1na napameTpa Tun o6bekTa BbibpaTb Touka npoxoga FACE.

= [nsa napameTpa LUa610H BbibpaTh Wab/ioH 0TO6paXeHus /151 MOHUTOPUHIA UM KOHTPOSIA
TemnepaTypbl COOTBETCTBEHHO (CM. MYHKT 3.b).

» Ha Bknagke O6beKTbl BbiopaTb COOTBETCTBYHOLLMI 06bEKT Touka npoxoga FACE A/11 MOHUTOpUHIa
U KOHTPONS Temnepartypbl.

* Ha Bknagke Co6bITUA, €C/N HacTpanBaeTcsi 00bEKT MpaBuao OTOGPAXKEHUA A/11 MOHUTOPUHIa
Temnepartypbl, yCTaAHOBUTb (N1aXKOK PSAOM € CO6bITMEM JTULO pacno3HaHo (nor Temneparypbl).
Ecnn HacTpanBaeTcsa 06bekT MpaBuio oTo6paXeHus 4181 KOHTPO/IA TemMnepaTypbl, TO yCTaHOBUTb
hNaXkoK psaoM ¢ cobbITeM Pacno3HaHO U0 € NOBbLILLEHHOW TeMnepaTypoii.

b. s Kaxaoro pexvma MOHUTOPUHIa/KOHTPONS CO34aTb Y HACTPOUTL 06bEKT LLIaG/IOH 0TOGPaXKeHUs:

CaoiicTBa o6bekTa MNone b/,

i. s oTo6paxeHms Has3BaHMsl COObITUSA, HA KOTOPOEe HacTpoeH Jucrnemyep cobbimull, OGaBUTb
o6bekT NMone BJ, ykasas B napameTpe HecTaHpgapTHoe:

rule_service_action_name
ii. Onsa otobpaxeHns PO nobaBuTb HECKONbKO 06bekTOB Mone B/, ykasas B

napametpe MpegonpeaeneHHoe none U3 6asbl AaHHbIX (Pamunus, Nms, OTUecTBO), UM 406aBUTb
TOMbKO oAnH 06bekT Mone BJ, yka3as B napameTpe HectaHgapTHoe:

{param@}

iii. [Jnsa oTo6paxeHns Aatbl U BPEMEHU, KOr4a /iMuo 1 Temneparypa b1 pacnosHaHsbl, 406aBUTb
06bekT Mone B/, ykasas B napameTpe HectaHaapTHoE:

{date} {time}

iv. [nsi oToBGpaxeHus TemnepaTypbl, NO/Iy4EHHOI OT TEN/I0BK130pa, f06aBnTb 06LeKT Mone B/, ykasas B
napamveTtpe HectaHgapTHoe:

{temperature}
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MpumeyaHune

Hanpumep, Ans Wwa6noHa KOHTPOS TeMNepaTypbl, MOXHO yKa3aTb B
napamveTtpe HectaHgapTHoe:

BHumaHne! Bbicokaa Temnepatypa: {temperature} °C {\n} [Bepb
3abnokuposaHa.

v. lMpumepsbl WabnoHOB OTOOPaXKEHNS NPUBEAEHbI HNXKE.

Wa6noH 0T06pa)KeH|/|ﬂ ANA MOHUTOPUHTa lWla6noH 0T06pa)KeHI/Iﬂ ANA KOHTpONA TemnepaTypbl
TeMnepaTypsbl
L. Pegaxrop wabnora ol o= L. Pegaxrop wabnora ol o=

Menro Menro

custom | custom

custom custom

parent_id parent_id

| custom | custom | | custom | [ Buixog

4, B cnyvyae Heob6xoAMMOCTH 0TOBpaXKeHMs 3axBaYeHHOro /iMua ¢ kamepbl 0T CepBepa pacnosHaBaHus /nL, Korga
ML pacno3HaTb He yAasi0Chb, BbIMOIHUTL HACTPOIKY NporpaMMHoro Mmoayns Jucrnemyep
€cob6bIMuli cornacHo AokymeHTaummn. Obs3aTenibHble HACTPOVKM NPUBEAEHbI HAXKE:
a. CosgaTb U HACTPOUTb HOBbI 06BEKT MpaBnUI0 0TOGPaXEHUS:
« [ns napametpa Tun o6beKTa BbiopaTs CepBep pacnosHaBaHus vy,
« 1ns napametpa LLaGnoH BbIGpaTh WabnoH 0TOGpaKeHUs 418 Hepacno3HaHHOro fimua (CM. MyHKT
4.b).

« Ha Bknagke OGbeKTbl BbIOpaTb COOTBETCTBYHOLLMIA 06bEKT CepBep pacnosHaBaHus NuL,
« Ha Bknagke Co6bITUA YCTaHOBUTL (hiaxkok psaoM ¢ cobbiTem He pacnosHaHo.

b. Co3gaTtb 1 HaCTPOUTb HOBbIV 06BbEKT LLIaGnoH 0TOGpaXeHuUst, B KOTOPOM A06aBUTL 06HLEKT DOTO
nonb3oBartens, ykasas B napametpe MNapameTp:

imageBase64

CBoiicTBa 06bekTa PoTO nosb3oBarTens

MpuMep HaCTPOEHHOI CUCTEMbI MOHUTOPUHIA 1 KOHTPOJIS TeMMepaTypbl 1nua:
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1. PeXvum MOHWTOPVHIa TEMNEPATYpbI:

Saaertos
o

Mokassisams naua

Oprryran s
o U0

‘ Tonoerésa
L o
i
1%
BN |

Tonosréea

Tewnepanypa

e

Karvepa

rnassi sxon

PyKOBOZCTBO N0 HAcTpoiike 1 paboTe c Moay/ieM BupTyasbHblii cepBep AocTyna

Cremms 5a nosema s

Dera

13.05.2020
17:15:55

Thisbien
Pycram

57.7%

Kamepa
rnasHoi sxon

13.05.2020
171545

Brmmanwer
Tonoex&sa Konus
Temneparypa: 36,0°

Teramsn

Crenens

13.05.2020
17:15:12 KommenTapit

13052020 145448,

Kamepa
rhasHei 8108

©KMO: Nonoexeea Onua. (36°C)

Axxon

Nara:13-05-20 Bpema: 17:16:00 I Temneparypa: 36°C

2. Pexunm KOHTPOJIst TEMMNepaTtypbl:

Basamui || Pacnoswams main/nanky Sammaca || Cranemaca

e

Tewmepanypa

Moxaseeam nua: CremAt 52 HOBBIMMA MMLEMI

Sweaweroe  Oparuania

Brmmanmel
TeramsH ApyTion
Temneparypa: 38,2°

Kamepa

13.05.2020
173411

Kawepa
rasni s10n

13.05.2020
171401

Kamepa
rnassi sxon

13.05.2020
171359

Crenerts

Kamepa
rnassi sxon

Kamviewapuit Lara

13052020 141905

Kamepa
rnaso sxon

BHmumanue! Boicokan Temneparypa: 38.2 °C
[eeps 3abnokuposaHa.

[= RSN

$UNO: Meraman ApyTioH. (38.2°C)

Axxon

[Nara:13-05-20 Bpema: 17:14:12 Temn. 38.2°C |
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4 PaboTa nporpaMMHOro Mmoaynsa BuptyanbHbi cepsep gocTtyna

[nsa paboTbl ¢ nporpaMMHbLIM Mogynem BupmyasibHbili cepsep docmyna Hanbonee 4acTo UCNOoSb3YIOTCA crefytowme
nHTEpdeiicHble 0ObEKTbI:

1. MpoTokKon co6bITuii (CM. MporpaMMHbIA KOMIIEKC VIHTENNEKT: PyKOBOACTBO AAMUHMCTpaTopa U MporpaMmHbIi
komnekc VIHTennekT: PykoBoacTeo Onepartopa);

2. OucneTtyep co6bITUiA (CM. PYKOBOACTBO MO HACTPOIKe 1 paboTe ¢ Mogy/iem Jucnetyep cobbiTuii);

3. Bopo nponycKoB (CM. PyKOBOACTBO M0 HACTPOlike 1 paboTe ¢ MoayemM Blopo nponyckos).
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