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BBeaeHue B PYyKoBoACTBO NO HAaCTPoOMUKe U
pa6bote c moayneMm mHrterpauumm FoxSec

Ha cTtpanuye:

® HasHauyeHwe fOKyMeHTa
® O6wue cBeaeHMs 0 MoAyJsie UHTerpaumm
«FoxSec»

Ha3zHauyeHue AOKyMeHTa

[JoKkyMeHT PykoBOACTBO M0 HacTporike u pabote ¢ moaysem FoxSec siBnseTcs cnpaBoOYHO-MH(OPMALMOHHbBIM Nocobuem un
npeaHasHauveH Afs CreunanncToB No HacTpolike Mmoayns FoxSec. [laHHblli Moaynb paboTaeT B coCcTaBe CUCTEM
OXPaHHO-MOXapHOW curHanusaunmn n koHTpons (OMNC) n ynpasnexHus goctynom (CKY/), peannsoBaHHbIX Ha 6a3e
nporpamMmHoro komnnekca ACFA Intellect.

B faHHOM PyKoBOACTBE MpeacTaBfieHbl Crieayolme MaTepuanbl:

1. obwme cBepeHuns o moayne CKY/] FoxSec;
2. HacTtpoiika moaynsa CKY/] FoxSec;
3. pabota c moaynem CKY/] FoxSec.

O6wmne cBegeHna o moayne nHTterpauum «FoxSec»

Moaynb FoxSec saBnsetcs komnoHeHToM OMNC n CKY/, peanu3oBaHHbIX Ha 6a3e MK ACFA Intellect, n npegHa3HayeH ans
obecneueHuns BlanmoaenicTeusa CKY/ FoxSec c MK ACFA Intellect (MOHUTOPUWHT, ynpaBieHne).

® NMpumeuaHue.

MoapobHble cBeaeHns o CKY/[ FoxSec npuBeneHbl B 0pULMANbHOM CMPaBoOYHON AOKYMEHTauum no 4aHHOWM
cucreme.

Mepen HacTpolikon Moaynsa FoxSec Heob6xoaMMO BbINMOMHUTL cneaylowme 4eACTBUSA:

1. ycrtaHoBuUTb annapaTtHble cpeactBa CKY/] FoxSec Ha oxpaHseMblil 06beKT (CM. CMpaBOYHYIO AOKYMEHTaUMIo
npoussoantena CKY/ FoxSec);

2. nopaknwountb CKY/ FoxSec k CepBepy VMHTenn1eKT (CM. CNpaBO4YHY0 AOKyMeHTauuo npoussoautens CKY/ FoxSec).

NMNoapnep>xnBaemoe obopyaosaHue n
nuueH3snpoBaHue moayna FoxSec

MpoussoauTens FoxSec
Tel: (372) 666-14-00
E-mail: info@foxsec.eu
http://www.foxsec.eu/ru/

Tvin nHTerpaunm [MpoTOKON HN3KOro YpoBHS

MoaknouyeHue o6opyaoBsaHua Ethernet

Moapep>xusaemoe o6opyaoBaHune

O6opynoBaHue HasHaueHuMe XapaKrTepucrTuka

FS9000 LleHTpanbHas  16-30HHbIN BXOA (pacwunpsembii Ao 240)
naHesnb [0 240 oxpaHHbIX TeppuTopuUi
8 nporpamMmupyembix penenHbix Bbixoaos (24B/5A/NO/NC) (pacwmpsemsii o 240)
2880 nonb3osartenen
[ocTyn TonbKo No 4- nnn 6- 3HayHomy umdposomy PIN-koay mnm PIN-koay v kapTe
KaHan nepeaaym gaHHbIX CO ckopocTbio 10 Mb
1 oTaenbHas onTuyeckas M3oJNMpPOBaHHAsA JIMHUA Nepefayn AaHHbIX AN
noacoeavHeHnsa Ao 14 pacwmpuTtenbHbIX Modenen Ha 16 Bxoaos/8 BbIX0OA0B
64 rpynnbl BPEMEHHbIX N KNaBUAaTYypPHbIX OrpaHNyYeHuni
MNamatb 2500 cobbiTui


http://www.foxsec.eu/ru/

FS7002PX (MK) [BepHon 2 nBepu (4 cuuTbiBaTENA)
KOHTpoOnnep 2 Bbixoda Ansa 3amka (5A)
2 NporpaMMmMpyeMbixX peneiiHbiX BbiXoaa
MNamsate Ha 1850 nonb3osatenen n 500 nocneaHun cobbiTui
CoBMecTuMble cunTbiBaTenn: 26-bit Wiegand ¢opmat (PX), cuntbiBaTeNb MarHMTHOM
nonockl (MK)

FS7011PX (MK) [BepHon JocTyn € KapTon gocTtyna u/wunm Koaom nonb3osatens ¢ R915

KOHTpoJsiep MNMocTaHOBKa Ha OXpaHy C KapToh u/unn Koaom nonb3osatens ¢ R915
OcyluecTBiieHMe KOHTPOAS AOCTyNa Ans OAHOW ABepu (K MOAYJIO MOXHO MOAKIOUYUTL
CunTbiBaTENb, KHOMKY BbIXOAa, ABEPHON KOHTaKT U 3aMOK)
Tonbko 4 NnpoBoAa AN NOAK/OYEeHUS cunTbiBatenen R910 nnn R915
O6HoBNeHne «npowmnskn» Ha mMecte c MK yepe3 CV4USB, ncnonb3sys WinLoad
ABTOMaTMyeckKoe OTKpbIBaHWE ABEPU MO pPacrnmMcaHuio
NHdopmaums 06 OTKPbITLIX ABEPSAX U O NPUHYAUTENTBHOM OTKPbITUN
TanMmepsbl OTKPbITUA ABEPEN N YAIMHEHHON 3a4ePXKKN
Py4Hoe oTKpbiBaHME ABEPU KHOMKOW MU Mo cobbiTMiO akTuBauum Bbixoga PGM
OTKpbIBaHME ABEPEN NpU NOXapHOWN Tpesore
Onumsa «b6e3onacHbili pexunm» (Npu NoTepe CoeaAnHEHNs C NaHesnbio Moaynb paboTaer
C 4-Ma cneumanbHO 3anporpaMMMpoBaHHbIMK KapTaMu A0CTyna)
BCTPOEHHbIV MMMYNbCHBLIN UCTOYHUK NUTaHMs Ha 1,5A
KHonka ynpasneHus BbixoAa NUTaHus
PaboTtaet c 4-npoBoaHbIMK 26-6uT Wiegand cunTbiBaTENSAMU

3awmTta Mmoayns
3a ronoBHOM 06BbEKT.

HacTtpouka Mmoayns mHrerpaumm FoxSec
NMopsaaok HAaCTPOUKKN Moayna nHrterpaumm FoxSec

HacTtporika moaynsa FoxSec npoM3BoauTCs B CeAytollen NocnefoBaTe/lbHOCTU:

1. Hactpowika noakntouyeHns CKY[ FoxSec.

2. 3arpy3ka KOHdurypauum n aBTomaTMyeckoe rnocrpoeHne gepesa obbekToB FoxSec.
3. MMnopT nonb3oBaTesnien.

4. Hactpowka asepenn CKY[ FoxSec.

HéCTpoﬁKa noaknroueHna CKYl FoxSec

HacTtpoiika nogkntoueHuns CKY/Z FoxSec ocyulecTBasieTcss Ha naHenu Hactpoek ob6bekta FOXSEC. [laHHbI 06bekT
co3aaeTcs Ha 6ase ob6bekTa KomnbloTep Ha Bklagke O6opyaoBaHMe aAnanorosoro okHa Hacrpoika cucremsl.

A PRUTEETYPS Qo PUOOESHME WHre pelicel MNonezoEaTenu n porparradpoEaHHe

Bepcua moayna 1002
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TpHMERKTE OTHMEHWTE

[Ons HacTpolrikm noakntoyeHns CKY/] FoxSec HeobxoamMo:

1. 3apatb IP-agpec obopyanosaHusa CKY/ FoxSec (1).
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2. 3apatb nopT noakntoveHns CKY/ FoxSec k Cepsepy MK ACFA Intellect (2).
3. HaxaTb kHonky MpUMeHunTb.

HacTtpotika nogkntouenns CKY/ FoxSec 3aBeplueHa.
3arpy3ka KoHdurypaumm m aBTomaTtuyeckoe rnocrpoeHume
aAepesBa 06bekToB FoxSec

CyLlecTByeT BO3MOXHOCTb 3arpy3ku KoHdurypauum us nporpammHoro obecnevernuns npomssoantens CKY/ FoxSec. Mocne
3arpysku KoHgurypauum byaet aBToMaTUYECKM NOCTPOEHO AepeBo obbekToB CKY/] FoxSec.

i BHuMaHmue!
Mpw cunTbiBaHUN KOHPUrypauum ns darna o6bekTbl, KOTOpble 6bIIM CO3A4aHbl BPYUHYHO, 6yAyT yaaneHsbl.
Ons cuntbiBaHMS KOHdUrypauumn ns danna Heo6xoAMMO BbIMONHUTL Ceayolwme 4encTBumS:

1. Ha naHenu HacTpoek o6bekTa FOXSEC HaxaTb KHOMKy CuuTaTh KOHMUrypauuro us.

1 FOXSEC 1 BepcuA mMoayna 1.00z2
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2. BbibpaTb ain KoHdUrypaumm n HaxaTb KHOMKY CuuTaTh KOH(PUrypaumio.

MyTe K daiiny

e =

( CYMTETE KOHDMIYDELMID ) | OTMeHa |

B pesynbTaTe 6yaeT BbluMTaHa KOHMUrypaums U NOCTpoeHo aepeBo obbekToB CKY/] FoxSec.

(D NMpuMmeuaHue.
[epeBo 06bEKTOB MOXHO MOCTPOUTb BPYUHYIO, co3aaBas 06bekTbl Ha 6a3e o6bekTa FOXSEC. B 3TOM cnyyae

Heo6X0AMMO KOPpPEeKTHO 3aaBaTb HOMep ABepu, 061acTn AN 30HbI.

1.1.1 3oHa FOXSEC 111 G':'_MED|1 'D

O6nacTe FOXSEC OT K AHE4HTE
OanacTe FOKSEC 1.1

MmnopT nonb3oBaTteneun n3 NO FoxSec

CylecTByeT BO3MOXHOCTb nmnoptupoBaTb B MK ACFA Intellect nonb3oBaTesnen n3 NporpaMMHoOro obecrneyeHus
npoussoautens CKY/ FoxSec. [ins 3Toro Heobxoammo:

1. Ha naHenu HacTpoek o6bekTa FOXSEC HaxaTb KHonky AMNopTupoBaTtb NoJsib3oBaTesiei us.
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2. BbibpaTb dann c nonb3osatenamu (1).

KornewTep [ ] Oremoamrs

¥Tb K danny
D:\users.epr

00EBWTE NONL30BATENEA B OTOEN

Otpen 1
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3. BblbpaTb oTAEN, B KOTOPbIA Heob6XoaMMO A06aBUTbL Nonb3oBaTenen (2).

i BHuMaHmue!

: Mpwn nMnopTe nosib30oBaTesiel BCe Apyrve nosib30BaTesiv, KOTopble NpuHaanexaT BoibpaHHOMy oTaeny, byay
yAaneHbl. Ecnu B oTAene ecTb Nonb3oBaTenn, KOTOPbIX HEO6XOANMMO COXPaHUTb, PEKOMEHAYETCS MepeHecTn
WX B ApPYron OTAEN WM CO34aTb HOBbIN MYCTOM OTAEN A5 NOJSib30BaTesiel U3 NporpaMMHOro obecrneyeHms
CKY[ FoxSec.

4. HaxaTtb kHonky UMnopTtupoBartb (3).

MMMopT nofib30BaTesniel 3aBepLueH.

Hactpouka aBepeun CKY[ FoxSec

Ons peepen CKY/] FoxSec Heob6xoauMo 3agaTh cnefylolme napaMeTpbl Ha naHenn HacTpoek obbvekTa [iBepb FOXSEC:

1. W3 packpbiBatowerocsi cnucka Bxoa B BbibpaTh 06bekT Pa3gen cOOTBETCTBYOWMIA TEPPUTOPUMN, B KOTOPYHO
ocyulectBnseTcsa sxoa (1).

1.1 Jeepe FOXSEC Harep | 11 - |
CK.O "FOXSEC" OTE 0TS Pazaen 1.1 1
CkAO "FORSEC" 1 N il 2

EEme - ID & FoxSec

2. W3 packpbiBatowerocs cnucka Boixoa n3 Bbibpath 06bekT Pa3aen cooTBETCTBYOLWMNIA TEPPUTOPUN, U3 KOTOPOK
ocyuiecTensieTcs Bbixos (2).
3. HaxaTtb KHonKy NMpUMeHnTb.

HacTtporika asepein CKY/] FoxSec 3aBeplueHa.

Pa6oTta c moaynem nHrerpaumm FoxSec
O6wme cBepaeHuns o pabore c moaynem uHrterpaumm FoxSec

Ona paboTbl ¢ Moaynem FoxSec ncnonb3yoTcs cneaytowmne nHTepderncHble 06beKTbl:

1. Kapra;
2. MpoTokon cobbiTUit;
3. Cny>x6a NnponycKHOro pexmma.

CBeaeHunsl No HacTpoKKe AaHHbIX MHTepdeNCHbIX 06beKTOB NpuBeaeHbl B AokyMeHTax MK MHTennekT: PykoBoACTBO
AaMunHMUCTpaTopa 1 PykoBoACTBO No HacTponke n pabote ¢ moagynem Cnyxba nponyCcKHOro pexuMa.

PaboTta c nHTepdencHbiMn obbekTamMmm NoapobHO onucaHa B AokyMeHTe K UHTennekT: PykosoacTteo OnepaTopa.

YnpasneHue asepbMmun CKY/l FoxSec

YnpaBneHnue asepb CKY/] FoxSec ocylwecTBNseTcs B MHTEPaKTMBHOM okHe KapTa ¢ ncnonb3oBaHMeM (pyHKLMOHaNbHOIO
MeHto obbekTa [iBepb FOXSEC. [1na oTKpbITUS ABEPU HEO6XOAMMO Bbl6paTbh COOTBETCTBYHOLLMA MYHKT KOHTEKCTHOIO MEHHO
obbekTa.


https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=83500164
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=83500164
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=119832667
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=83499967

INeep FOXSEC 1[1.1]

OTkpbITe ABEPE
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