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List of Terms used in the ApolloSDK v.2
Integration Module Settings Guide

Server - a computer configured as an Intellect Software System Server.

Access control system (ACS) - a system of hardware and software designed to monitor and control access.

Controller - an electronic device designed to monitor and control access points.

Access point — a place where access is controlled.

AIM Interface Module - an interface module for connecting readers or keypads to an AAN controller.

AIO alarm panel - a microprocessor-based alarm panel that monitors the state of alarm inputs and manages relay outputs.

Alarm input - an input to switch alarm sensors (magnetic-contact, impact-contact) or the output circuits of IR sensors and
alarm panels.

Readers - electronic devices designed for entering a memorized code using a keypad or reading encoded data from system
keys (identifiers).

Access card - a physical access key accepted by a reader.

Access time - the time allotted to pass through an access point. When the allotted time has passed the access point locks
automatically.

Impulse - a signal used to close a relay.

Time schedule - a set of any number of time intervals during a day (24 hours) defined for several days (1 to 366), and the
time intervals during specific dates. Time schedule defines a schedule of access to the secured object.

ApolloSDK v.2 Integration Module Settings
Guide. Introduction

On the page:

® Purpose of the document
® General information about the ApolloSDK
v.2 integration module

Purpose of the document

This ApolloSDK v.2 Module Settings Guide is a reference manual designed for Apo/loSDK v.2 Module configuration
technicians and operators. This module functions as part of the ACFA Intellect Software System.

This Guide presents the following materials:

1. General information about the ApolloSDK v.2 integration module;
2. Configuration of the ApolloSDK v.2 integration module;
3. Working with the ApolloSDK v.2 integration module.

General information about the ApolloSDK v.2 integration module

The ApolloSDK v.2 integration module is part of the ACFA Intellect Software System. It is designed to configure and
control ApolloSDK v.2 hardware.

The ApolloSDK v.2 integration module allows working with ApolloSDK v.2 system built using AAN central controllers and
without them.

The following hardware is integrated with the ACFA Intellect Software System:

1. AAN central controllers (an ACS component);
2. AIM interface modules (an ACS component);
3. AIO alarm panels (an SFA component).

@ Note.

It is possible to work with AIO alarm panels only using the AAN central controller.

AAN central controllers are connected via COM-port or Ethernet-connection.



Connection via COM-port can be established in case of using one interface module without AAN central controller.
Ethernet-connection with converter is used in case of several AIM interface modules.

Note.
Detailed information about the ApolloSDK v.2 system can be found in the official documentation (manufacturer
AAM Systems).

i Attention!
The ApolloSDK v.2 software must be installed on the Server for the ApolloSDK v.2 integration module to operate.

Before configuring the ApolloSDK v.2 integration module, the following actions must be performed:

1. Install the required hardware on the site.

2. Install the ApolloSDK v.2 software on the Server (is located in the <Directory of the Intellect software
installation>\Modules\ApolloSDK).

3. Copy the license.bin file (<Directory of the Intellect software installation>\Modules\ApolloSDK\ApolloSDK v.2.1
(01.15.2015) Installer\License) to directory of the ApolloSDK software installation.

Supported hardware and licensing of the
Apollo SDK v.2 integration module

Manufacturer AAM Systems

Office address: Kraznokazarmennaya str., 13-402
Moscow

Post address: Kraznokazarmennaya str., 14
Moscow, 111250

Tel: +7 (495) 924-2227

Fax: +7 (495) 362-7262

E-mail: aam@aamsystems.ru
WwWw.aamsystems.ru

Integration type SDK

Equipment connection RS-232, IP
Supported equipment

Equipment Function Features

AAN-100 Network controller Central processor - MC68311 CPU 32 bit
Memory - to 8 Mb

Real time clock - yes

PC connection interfaces:
RS232 -1

or

Ethernet - 1

Interfaces for connection with interface modules, security and relay panels:
RS485 - 4

or

Ethernet - 4

AAN-32S Network controller Central processor - MC68311 CPU 32 bit
Memory - to 2 Mb

Real time clock - yes

PC connection interfaces:
RS232 -1

Interfaces for connection with interface modules, security and relay panels:

RS485 - 1
or
Ethernet - 1


http://www.aamsystems.ru/

AAN-32N Network controller Central processor - MC68311 CPU 32 bit
Memory - to 2 Mb

Real time clock - yes

PC connection interfaces:
Ethernet - 1

Interfaces for connection with interface modules, security and relay panels:

RS485 - 1
or
Ethernet - 1

AIM-2SL Access controller Central processor - M68HC11 CPU
Memory:
Work storage RAM:128kB
EEPROM:512 k

Real time clock - yes

Connection interfaces:
Wiegand readers - 2

Interfaces for connection with interface modules, security and relay panels:

RS485 -1
or
Ethernet - 1

AIM-4SL Access controller Central processor - M68HC11 CPU
Memory:
Work storage RAM:128kB
EEPROM:512 k

Real time clock - yes

Connection interfaces:
Wiegand readers - 4

Interfaces for connection with interface modules, security and relay panels:

RS485 - 1
or
Ethernet - 1

AIO-168 Security panel Security loops - 16
Relay outputs - 8

Interfaces of connection to central controller:
RS485 -1

or

Ethernet - 1

ASA-72 Status panel Is taken out of production

Protection

There are four positions in the price-list for one module:

Integration with Apollo (one server)
Integration with Apollo (one reader)
Integration with Apollo AIO-168

Integration with Apollo (one ASA-72)

Integration with Apollo (one server) - is an electronic guardant key protected Apollo SDK v.2 from the manufacturer site
and storing serial keys of all devices. There is at least one key for system.

If hardware is connected to several servers with Intellect core then additional purchase of electronic protect keys is
required for each second and next servers (Integration with Apollo (one reader)). Own configuration for each electronic
key - in accordance with settings in the object tree of the Intellect software.

It is required to present all serial numbers of hardware at the time of module order.

Protection doesn't depend on number of connected senior panels (AAN-100 and\or AAN-32). Protection depends only from
number of connected terminals (readers, sensor/relay, ASA-72). It requires with specifics of module sublicensing in



company-manufacturer of module.

Apollo SDK v.2 software module works with AIM-*SL controllers directly. Also there is possibility to work with several
AIM-*SL controllers using network controller ENI-110.

Configuration of the ApolloSDK v.2
integration module

Configuration procedure for the ApolloSDK v.2 integration
module

The ApolloSDK v.2 integration module with AAN controller is configured as follows:

1. Configure the connection of AAN controller.

2. Configure an AAN controller.

3. Configure connection port of AIM and AIO interface modules.
4. Configure AIM and AIO modules.

5. Configure readers of AIM module.

6. Configure executive devices of AIO module.

7. Configure displaying of access cards.

A

The ApolloSDK v.2 integration module without AAN controller is configured as follows:

Configure connection of AIM interface modules.
Configure AIM modules.

Configure readers of AIM modules.

Configure displaying of access cards.

AWNE

It's required to send configuration to hardware if system configuration was changed.

Activation of the ApolloSDK v.2 integration module

To activate the ApolloSDK v.2 integration module create the Apollo SDK v.2 object on the basis of the Computer object (
1).

Hardware

E|--- LOCALHOST [O-VOROBYOVA] 1 #polo SDK, v21 Module version:  |1.10.12 D
1 Cards mode in WhS: | Card + facility x|
CermeeiED etz Add parity bits to card code
LOCALHOST 2 Dynamics
Region ; License limitation
: Senior line Minar line
Contrallers: | Controllers:|
Readers:| Readers:|
Alam panelz [
Status panels:[

Apply Cancel

License limitation for number of devices is specified on the settings panel of the Apollo SDK v.2 object (2).

Configure system with AAN central controller
Configure connection of AAN controller

Connection of the AAN controller is configured on the settings panel of the Driver of senior line object created on the
basis of the Apollo SDK v.2 object.

Hardware

=-& LOCALHOST [0-VOROBYOVA]
=88 Apollo SDK v.21 [1]

%



To connect the AAN controller, do the following:

1. Select the interface of controller connection - COM-port or Ethernet (1).

Type of driver: | B5-232 ﬂ 1

Diriver settings
Puort; | 2 |
Baudrate: 57600 |

2. Select the port number and its baudrate if controller is connected via COM-port (2).
3. Enter IP-address and connection port if controller is connected via Ethernet (3).

Type of driver: | Ethermet j

Diriver zettings

P 127 0 . 0
Port: | 30071

4. Click the Apply button.

AAN controller is now connected.

Configure AAN controller

The AAN controller is configured on the settings panel of the Apollo AAN object created on the basis of the Driver of
senior line object.

Architecture Hardware Interfaces Programming

- LOCALHOST [0-VOROBYOVA] Seltings
; T ipollo AAN 1 :
£ Apollo SDK w21 [1] Type of contraller: [AaM-100  «
=1-%g Driver of senior line1[1.1] Driver of serior ine | | Disable Tirne of confiration by operatar: | 10 La ]
Apollo AANT [1.11 . F —
L L ] Driver of seniar line 1 v Time of escart card presentation: | 10 f
Fiegion bd DB seltings
HatchRTeTeqare PIN From 1 to 4 digits |

Use E additional access levels
Use 32 additional access levels
Use APB

I aximum number of cards: ﬁl]_EIﬁI] iEI

Region Mumber

Contral

[ ‘Wiite hardware configuration I

[ ‘Wiite parts configuration I

[ ‘wite M5 configuration I

Apply

The AAN controller is configured as follows:



Settings
Ly Spolos bl IT_I,Ipe aof controller: I,fh.fh.N-1 - 1
Diriver of zenior line | | Dizable Time of confimation by operatar: r'I 0 % 2
| Drrirver of senior ling 1 b Time of escort card presentation; | 10 % 3

Fegion | e DE seltings
b atching of regions : IPIN | From 1 to 4 digits j 4
Region IJze B additional access levels 5
Ilze 32 additional access levels ||

[ U=are 7] 6
IMa:-:imum rumber of cards: 10000 % Fa

Control

[ “Write hardware configuration

[ W1t parts configuration

[ Write WS configuration

Apply

1. From the Type of controller: drop-down list select the type of AAN controller (AAN-32 or AAN-100) depending on
the type of hardware being used (1).

2. In the Time of confirmation by operator: field enter the time period in seconds for operator to make a decision
to grant or deny access (2).

3. In the Time of escort card presentation: field enter the time period in seconds between the presentation of the
first and second access cards which, if exceeded, will result in access not being granted (3).

4. From the PIN drop-down list select the length of PIN-code being used. Select the Do not use value if it's not
required to use PIN-code (4).

5. Set the corresponding checkboxes if it's required to use additional 6 or 32 access levels (5).

1 Attention!
Maximum number of users storing in controller memory decreases while using additional access levels.

6. To configure antipassback set the Use APB checkbox (6). To configure global antipassback regardless of humber of
AAN controllers, do the following:
a. Create regions in the Intellect software package.
b. Assign regions to readers.
c. Match number of region in the AAN controller to each region in the Intellect software.
7. In the Maximum number of cards: field enter the maximum number of access cards that will be stored in the
controller's memory (7).

Note.

The maximum number of access cards that can be stored in the controller's memory depends on the
number of memory cards installed in it.

8. Click the Apply button.

The AAN controller is now configured.
Configure connection ports of AIM and AIO interface modules
AIM and AIO modules are connected to the AAN controller via 4 ports (RS-485 or Ethernet).

Port is configured on the settings panel of the Apollo AAN Port object created on the basis of the Apollo AAN object.



Programming

f111 Apollo A4M Port 1

Settings
Apolla AdN Dizable
| Apolio &M 1
Region

To configure port of the AAN controller, do the following:

Attention!
It is not recommended to change default port parameters.

111 ApoloAsh Port 1
Apollo AsM Dizable

| ipollo 4N 1

Fegion |

Cancel

Number:
Mode: | Duplex j

Transmission delay, ms:

Drelay before reception, ms:
Max. time between bytes, 10 ms:
Response time, 10 ms:

Period of poling, 25 ma:

Period af poling while loss of connectian,
26 ms:

Mumber:

Settings

I Mode: | Duplex

I Tranzmizzion delay, ms: 0

Delay before reception, ms: | 0

I kaw. time between bytes, 10 ms: | 4

I Rezponze time, 10ms: |11

Period of polling, 25 ms: 2

Fenod of poling while: losz of connechon, | o
28 mz

LI UEILE R HELED RIS RILd 4

~ o = =

0

1}

4
n
2
800

R EN NN ERED

Bpply Cancel

HpwN

Specify delay of data exchange via port in milliseconds (2).
Specify delay before data reception via port in milliseconds (3).
Specify maximum time of waiting for next byte in milliseconds (4).

(D Note.

Names of this and next parameter contain multiplicity of value which is to be specified. So, if it's required
to specify value of the Max. time between bytes, 10ms equal to 4, then maximum time of waiting for the

next byte will be 40 ms.

device does not response during the specified time, connection with it will be lost.

Specify period of polling connected devices with established connection with them in miliseconds, considering the

specified multiplicity (6).

multiplicity (7).
Click the Apply button.

. From the Mode: drop-down list select mode of data exchange: duplex or half duplex (1). Duplex mode receives
and sends data simultaneously. Receiving and sending data in half duplex mode are performed in interval.

. Specify maximum time of response from devices connected via this port (5) considering the specified multiplicity. If

. Specify period of polling connected devices without connection with them in milliseconds, considering the specified
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Port of the AAN controller is now configured.

Configure the AIM interface module

The AIM interface module is configured on the settings panel of the Apollo AIM object created on the basis of the Apollo
AAN Port object.

Programming

9@ LOCALHOST [O-VOROBYOVA] W Apcl &M 1 Type: |AlM1/2/4 5L ~
=-£5% Apollo SDKv.21 [1] o Address:
-5 Driver of senior line 1 [1.1] Apolo AAM Part Dizable ;
Apollo AAN 1 [111] |Apo|lo I Bounded readers

@ Apollo AAN Pert1[11.1.1] Feaders 1 and 2]

i

Apollo AIM1 [111.1.1] Fegion Readers 2and 4[]
SDKID.I 1}

To configure the AIM interface module, do the following:

[1ope: b /202 5L
I Address:[ﬂ -2

Bounded readers

Readers1and2[ | |3
Reqion | Fieaders 3and 4[|

ISDKID:'T 4

4
-

11111 | Apalla Al 1

Apollo A4N Port Dizable
| tipollo 4N Part 1

Cancel

. Select the type of the AIM module from the corresponding list (1).

. From the Address: drop-down list select address of module in internal network (2).

. Set the corresponding checkboxes if bounded readers are in use (3).
Bounded readers are used from both sides of door. Single readers are used from one side of door, access from
another side is performed by button.

{D Note.

The SDK ID (4) field is filled in automatically while object creating and it contains different values for
objects of the same type. It's not recommended to create objects by template (see The Save function) for
correct working of module because of equal SDK ID values.

WN =

4. Click the Apply button.

The AIM interface module is now configured.

Configure AIM readers

AIM reader is configured on the settings panel of the Apollo AIM reader object created on the basis of the Apollo AIM ob
ject.
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Programming

~Modes

E..-EI LOCALHOST
&84 Apollo SDK v.2 1

I‘I.‘I.1 .10 |Apolio Al Reader 1

Numberl‘l vl |nitia|3|DnIy card vl

Apollo AFB Area 1
Apollo APE Area 2

&g Driver of senior line 1 2 [ et g
e Apallo Alkd I Dizable : NEERENTENt | Only card 5
Apolla AAN 1 e sDKID:[ 0 — =
A Vis. group lists |AD°”° Al 1 7| Mades by time zonel Yoo i meds |
1 visitor groups ; = ~ Time
&--TW Variables il | J I% Settings Time of door closing, s 3 3
S Apollo AAN Port 1 rAdvanced settings : Time of door holding, s: 10 3
Forbid duress entrance [ o ) -
Acoess request if acoess is lowed by hardware [~ Alternative time of door closing, = B 3
Access request if access is forbidden by hardware [ e e e dee ke, o B 3

Use "soft" 4PB [~
Limit of PIN code fitting: IDo not L 'l
—Regionz
Delay of temporary APE, min: IDo not 'l Entrance to: I Inzide j
tode of additional relay: IEonnection with alarm 'I Exit from:lDutside j

Faximumn number of visibors: |3

Load configuration ta reader v

Make decizion on access locally [

Warning befare alarm [

Entrance by two cards [

Sound notification while door unblocking
Dizable second door in binding mode [
Dizable only bounded reader while blocking [
Use cards bufering while passage [~

B azic zettings
Allow impulse reset [

Do not use full time of door closing W
Do ot wse exit buttan [

Ise A% as sensar of door opering [
Do hot wait for access cycle [

[~

Ito Intellect 'l

Access request mode:

To configure AIM module, do the following:

|'I.1.'I.'I.1.' Apollo Alkd Reader 1

1 Numberl 1 &8 I

~ kModes

[mitial: I |:|n|_|r| card

£l

Load configuration to reader v

Make decision on access locally [

"W amning befare alam [

Entrance by bwo cards [

S ound notification while door unblocking [
Dizable zecond door in binding made [
Dizable only bounded reader while blocking [
Use cards bulfering while passage [

Lirnit of PIM code fitting: ID::: ot L "’I
Delay af tempaorary APE, mit: IDD hiok L "I

bode of additional relay: IEnnnectinn itk alarmj

Apollo &M I™ Disable 9ok 0 Independent: { oy card El
- . it v
|.-'1'-.|:u:||||:| Al 1 Modes by time zone |8 Jezlitelzde B
- — Time
Region | ﬂ [ Settings | Time of door clozing, = 3 3
~ Advanced settings ; Time of door holding, = 10 E
Forbid duress entrance [ - _ .
Acess request if access is alowed by hardware [ Alternative time of door closing, 1 B E
Acoess request if access is forbidden by hardware [ et e o der beling, s P 3

— Basic settings
Allaw impulze reset [

Do ot wse full time of door closing W
Do hot uge exit buttan [

Usze &L as sensor of door opening [
Do not wait for access cycle [

Usze “soft" APE

— Regions
Entrance taor: I Inzide

E it From; I Outzide

3

=]

b imurn nurnber of visitors; |3

Access request mode;

=14

I ta Intellect

Cancel

on object corresponding to the area on the side of exit

object correcponding to the area on the side of entrance

to create the Event Manager interface object and configure

1. From the Number: drop-down list select the reader address (1).
2. From the Entrance to: drop-down list select the Regi
through this reader (2).
3. From the Exit from: drop-down list select the Region
throught this reader (3).
4. From the Access request: drop-down list select responsible part for decision of access: the Intellect Server
(automatic desicion based on user access level and its card) or operator (4).
{D Note.
For processing request by operator it's required
it for the Operator request (Access granted) event. Fot detailed information about this object and its
functionality see the Event Manager Module Settings and Operation Guide.
5. Configure operation modes of reader:


https://doc.axxonsoft.com/confluence/display/acfaen/Event+Manager+Module+Settings+and+Operation+Guide
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a. From the Initial: drop-down list select the mode of reader operation while connection establishing (5).

Operation mode

Closed

Card only
PIN or card
Card and PIN
Opened

Facility code

Description

Access is closed for all

Access granted by access card

Access granted by access card or PIN code

Access granted by access card and PIN code

Access is opened for all

Access is granted by facility code

b. From the Independent: drop-down list select the mode of reader operation while losing of connection (6).

QN

. Set the Use initial code checkbox if it's required to swich to initial mode after writing of configuration (7).
. Click the Modes by time zones button and configure changing of reader operation mode depending on

time zone (8). Two operation modes are selected for each time zone: at the start of time zone and after end

of time zone.

@ Note.

The SDK ID (9) field is filled in automatically while object creating and it contains different values for
objects of the same type. It's not recommended to create objects by template (see The Save function) for
correct working of module because of equal SDK ID values.

Parameter

Time of door
closing, s

Time of door
holding, s

Alternative time of
door closing, s

Alternative time of
door holding, s

Allow impulse
reset

Do not use full
time of door
closing

Do not use exit
button

Use AUX as sensor
of door opening

Do not wait for
access cycle

Forbid duress
entrance

Access request if
access is allowed
by hardware

Access request if
access is forbidden
by hardware

6. Specify other parameters of reader.

Parameter
setting
method

Enter the
value in the
field

Enter the
value in the
field

Enter the
value in the
field

Enter the
value in the
field

Set the
checkbox

Set the
checkbox

Set the
checkbox

Set the
checkbox

Set the
checkbox

Set the
checkbox

Set the
checkbox

Set the
checkbox

Description

Time of opening in seconds

Time period in seconds during which door is to be closed. Otherwise, the Do
or holding message will be triggered

Alternative time of opening in seconds. It is in use by special command (from
card, using macro or script)

Alternative time period in seconds during which door is to be closed.
Otherwise, the Door holding message will be triggered. It is in use by
special command (from card, using macro or script)

Yes - impulse reset enabled

Yes - lock after door closing

Yes - disable exit button

Yes - use additional AUX sensor of AIM module as sensor for door opening

Yes - passage is performed after making an access decision No - passage is
performed after triggering a sensor of door opening

Yes - door is locked while entering "duress" PIN-code No - door is opened
and alarm message is triggered while entering "duress" PIN-code

Yes - send access request to operator if AIM or AAN allow access

Yes - send access request to operator if AIM or AAN forbid access


https://doc.axxonsoft.com/confluence/display/Int410en/The+Save+function
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Load configuration Set the Yes - duplicate users and their access levels to the memory of AIM module

to reader checkbox while writing of configuration to the AAN controller

Make decision on Set the Yes - the AIM module makes an access decision without the AAN central
access locally checkbox controller

Warning before Set the Yes - trigger warning before alarm

alarm checkbox

Entrance by two Set the Yes — passage through the reader is performed by two cards

cards checkbox

Sound notification = Set the Yes - sound signal of reader while unblocking the door

while door checkbox

unblocking

Disable second Set the Yes - block the reader working for exit from secured ares

door in binding checkbox

mode

Disable only Set the Yes - only bounded reader are blocked while locking signal No - all readers
bounded reader checkbox are blocked

while blocking

Use "soft" APB Set the Yes — antipassback is available, but the corresponding mistake will be
checkbox specified in mesage
Use cards Set the Yes — write access cards to the AIM while passage
buffering while checkbox
passage
Limit of PIN code Select the Lock is blocked while exceeding of invalid PIN-code entrances
fitting value from
the list
Delay of Select the Time interval in minutes during which antipassback is forbidden
temporary APB, value from
min the list

Mode of additional  Select the Connection with alarms- additional relay is triggered while alarm Manual

relay value from control- additional relay is activated manualy
the list

1V Settings Click the See Associating AIM reader commands with terms.
button

7. Click the Apply button.
The AIM reader is now configured.

Configure virtual input of AIM reader

It's possible to create and configure virtual inputs of AIM readers. Virtual inputs track the defined states of reader and
trigger messages on which different reactions can be configured using scripts and macros.

Virtual input of AIM reader us configured on the settings panel of the Apollo AIM Input object created on the basis of the
Apollo AIM Reader object.



Architecture Hardware Interfaces

Programming

=I5 LOCALHOST [0-VOROBYOVA]
-8 Apollo SDKv.21 [1]
- Driver of senior line 1 [1.1]
54 Apollo AANT [11.1]
- @ Apollo AAN Port1[1.1.11]
= it Apollc AIM1[1111.1
= [f Apollo AIM Reader1[11.111.1]

™ Apolio AIM Input1 [1.1.1.11.1.1]

1.1.1.1.10 Apollo Al Input 1

Apollo Al Reader Digable
Apollo A1k Reader 1

Region

Virtual inputs are configured as follows:

Set of icons: j

11111 Apollo AM Input 1

Apollo Al Beader Dizable
Apollo Al Reader 1

Region

Apply

Type of input; [ T amper

4
—

I Sef of icons:|

1. Select the type of virtual input.

2. Select the set of icons for virtual input on the map.

3. Click the Apply button.

Virtual input of AIM reader is now configured.

Configure relay of AIM reader

Relay of AIM reader is configured on the settings panel if the Apollo AIM Relay object created on the basis of the Apollo

AIM Reader object.



Programming

LOCALHOST [O-VOROBYOVA T -
el L ) 111117 Apollo &M Relay 1 Wt
5853 Apallo SDKv.21 [1] : B
i = Duration of impulse: |30 =
-3 Driver of senior line 1 [1.1] Apolla AlM Reader Dizable
Measurement unit of duration: | 0.1 5 j

Apalla Ak Reader 1

Regian

Apollo AIM Reader1 [111.1.11]

# Apollo AIM Relay 1 [11.111.1.1]

Cancel

Relays are configured as follows:

I Number:[‘l v]1

11111 Apollio Al Relay 1

3
ha

I Dration of impulse; | 30 =

Apollo Akl Beader Dizable

|.-’-'-.|:|D||D T S Measurement unit of duration; ||j_1 3z j 3

Reqion

1. From the Number drop-down list select the relay address (1).

2. Specify duration of relay impulse:
From the Measurement unit of duration drop-down list select the measurement unit of relay impulse (3).

In the Duration of impulse field set the value in selected units defining the impulse duration (2).
3. Click the Apply button.

Relay of AIM reader is now configured.

Configure the AIO interface module

The AIO interface module is configured on the settings panel of the Apollo AIO object created on the basis of the Apollo
AAN Port object.
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- LOCALHOST [0-VOROBYOVA]
£ Apollo SDKv.21 [1]
Bii Driver of senior line1 [1.1]
£t Apollo AANT [111]
Apollo AAN Port 1 [1111]

pollo AIO1 [111.1.1]

Address:
SDKIDI 1]

11117 Apollo &0 1

Apollo AN Port
| pollo A4N Port 1

Region

Dizable

Cancel

To configure the AIO interface module, do the following:

—

Addresz: (3 -
2 SDKID:l ]

11113 Apollo A0

Apallo 24N Part Dizable
Apallo AAM Part 1

Region |

Apply

1. From the Address drop-down list select address of module in internal network (1).

Note.

The SDK ID (2) field is filled in automatically while object creating and it contains different values for
objects of the same type. It's not recommended to create objects by template (see The Save function) for
correct working of module because of equal SDK ID values.

2. Click the Apply button.
The AIO interface module is now configured.

Configure AIO inputs

The AIO input is configured on the settings panel of the Apollo AIO Input object which is created on the basis of the Apol
lo AIO object.
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: . Nurber: |1 =
-2 Apollo SDK v.2 1 |'|.1.1.1.'|. Apollo Al [nput 1 I J
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&g Driver of senior line 1 Apallo A0 Db
pollo AAN 1 |A T Settings
) : ollo ae
! I \.l'!sl. group lists P Configured v
s :IﬂPL|QF0UD5 Bzt | T amper is nomally opened I
ariables .
Anollo AAN Port 1 Sensar iz norp‘ually opPTned r
H Fequest to dizarm while entrance r
Delay for entrance 1} =
Delay for exit 1} =

Programming

¥ Apollo APE Area 2 Internal variable mechanism -

Internal wariable I Do not uze j
I terrm I ﬂ
Operation with term, if input
not configured I Mo operation j
armed I Mo operation ﬂ
failure I Mo operation j
alarm I Mo operation ﬂ

Apphy

The AIO input is configured as follows:

Mumber: -
13337 [apollo 410 Tnput 1 umter[1 =]1
Mazk by time zone ~|8
Apcllo AI0 | R i H
[ pcllo 410 1 R
= Canfigured v 2
Region ﬂ Tamper iz hormally opened

Senzor iz nommally opened

Feguest to dizarm while entrance
Delay far entrance 1]

Drelay for exit 1]

Lt T

|nternal wariable mechanism‘i

L=

Internal wariable ID::: ot Lize j
I term I j
O peration with berm, i inpt
hiat canfigured IN-:u operation j
armed IN-:n aperation j
failLire IN-:: operation j
alarm IN-:: operation j

WN =

Nowu
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. Select the input address from the Number drop-down list (1).
. Set the Configured checkbox if the input is in working state (2).
. Set the Tamper is normally opened checkbox if it's required to receive alarm events while breaking or opening

the sensor housing (3).

Set the Sensor is normally opened checkbox if it's required that input is to be in normal state (not alarm) while
opened contacts (4).

To require disarming of input set the corresponding checkbox (5).

In the Delay for entrance field enter the value in seconds defining time for input disarming (6).

In the Delay for exit field enter the value in seconds defining time period during which the object can exit after the
input arming (7).

From the Mask by time zone drop-down list select the time zone during which events won't be generated for the
input (8).

. If necessary, assign the input with a term of an internal variable (9, see Associating AIO input with a term).
. Click the Apply button.



The AIO input is now configured.

Configure the AIO relay

The AIO relay is configured on the settings panel of the Apollo AIO Relay object created on the basis of the Apollo AIO o
bject.

Architecture Hardware Interfaces Programming

[ LOCALHOST [0-VOROBYOVA, -
- ! [ : 11111 Apolo AID Relay 1 Rtz
-85 Apollo SDK v21 [1] Mods: | Dissbld F
Eb Driver of senior line1 [11] #polla 410 || Dizable :
Apolle AAN1[1.1.1] ‘ADD"D 401 = Mazk by time zone: S
N ollo AAN Port1 [111.1] 5 4 Diuration af impulze lgl
Apollo AIO 1 [L11.11] | Fegion - |

Measurement unit: | 0.1 s j
Apollo AIO Relay 1 [111.111] Settings of bindings with loops

Bind with "binding"" input [~
Type of conne... Bind with failure at any input ||
Bind with tamper housing input [~

Bind with power failure input |

Bind if cormection is Inst [~

Permit for impulse reset by "Disable” command [~

The AIO relay is configured as follows:

Murmnber;
111170 Apollo A0 Relay 1
Mode: | Dizabled -
Apollo &0 | | Dizable J
b azk by time zone: b
-|'|ﬁ'p|:||||j A0 1 = — |
i j | Druration of impulze: |E|

Measurement unit: [ 0.1 j
Settings of bindings with loops TEird with "binding” oot ]

Fegion
L

AIO Input Type of connection | Eird with failure at any input
IBind with tamper houzing input

Lipalic A0 Inpie [Eind with power Failure input

| Bind if connection iz lost

I Permit for impulze rezet by “Dizable" command

Mot connected

—k, ik ) =k
_,‘Qmm-umt.h = L

Apphy

1. From the Number: drop-down list select the number of relay (1).
2. From the Mode: drop-down list select the mode of relay working (2).

Mode of relay working Description
Disabled Relay opened
Enabled Relay closed

Connected with inputs locally State of relay depends on state of loops and inputs

3. From the Mask by time zone: drop-down list select the time zone during which events won't be generated for the
relay (3).
4. Specify duration of relay impulse:
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a. From the Measurement unit: drop-down list select the measurement unit of relay impulse (5).
b. In the Duration of impulse field set the value in selected units defining the impulse duration (4).
5. Set the Bind with "binding" input checkbox if it's required that relay reacts to the Binding state of input (6).
6. Set the Bind with failure at any input checkbox if it's required that relay reacts to failure of any input (7).
7. Set the Bind with tamper housing input checkbox if it's required that relay reacts to state of security panel state
(8).
8. Set the Bind with power failure input checkbox if it's required that relay reacts to state of security panel power (
9).
9. Set the Bind if connection is lost checkbox if it's required that relay reacts to loss of connection (10).
10. If it's required to enable possibility of impulse reset while changing the operation mode to Disabled, set the Permi
t for impulse reset by "Disable" command checkbox (11).
11. Configure interaction of relay and inputs (12). In the Type of connection column select state of input at which
relay will be closed.

State Description
Not connected Relay is always opened at any state of input

Alarm and Relay is triggered in one of the following ways: a. Alarm message from input was received. b.
tamper Message from tamper was received.

Alarm/masked Relay is triggered in one of the following ways: a. Alarm message from input was received. b. A
and tamper larm message from disarmed input was received. c. Message from tamper was received.

Alarm/masked, Relay is triggered in one of the following ways: a. Alarm message from input was received. b.
tamper and Alarm message from disarmed input was received. c. Message from tamper was received. d.
failure Message about failure was received.

12. Click the Apply button.
The AIO relay is now configured.

Configuring visitor groups and group lists

The ApolloSDK v.2 module allows configuring visitor groups and visitor group lists. These mechanisms are intended to deny
access through Apollo readers for visitors without escort.

Configuration of visitor groups and visitor group lists is performed on the settings panel of corresponding objects created
based on the Apollo AAN object on the Hardware tab of the System settings dialog box (see Configuring visitor groups
and Configuring visitor group lists).

The enroliment of visitors to the group and assigning escorts for group lists is carried out using the Access Manager module
(see Additional user settings for the Apollo SDK v.2 system).

Configuring visitor groups
Visitor groups are configured as follows:

1. Create the Apollo Visitor group object on the basis of Apollo AAN. Go to the created object settings panel.

- LOCALHOST = e l__l1 =
&-£5 Apollo SDK v.2 1 |1 LT |ADUIIO Yigitor group 1 2

Driver of senior line 1

Apollo A4N ™ Disable
pollo AAM 1
. vis. group lists |Ap0|\0 AAM 1 L
A Vvisitor groups . ’—
Fiegion T
i1 1 =
¥ Varizbles

¥ Apollo APB Area 1

2. In the Number drop-down list select the visitor group number in the controller (2).
3. Click Apply (3).

Configuring visitor groups is completed.
Configuring visitor group lists


https://doc.axxonsoft.com/confluence/pages/createpage.action?spaceKey=acfaen&title=Additional+user+settings+for+the+Apollo+SDK+v.2+system&linkCreation=true&fromPageId=138452760
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Configuring visitor group lists is performed on the Apollo Vis. group list object settings panel. This object is created on
the basis of Apollo AAN on the Hardware tab of the System settings dialog box.

Interfaces Programming

e-I& LocalHosT
5433 Apollo SDK v.2 1

I‘I.‘I.‘I.‘I Apollo Vis. group list 1 Nurmber: I‘I 'l

| Giroups of visitors
Net: |
hez: |
Mez: |
e |

Apollo &4N [ Disatle
[ 2pollo A 1 -

Fiegion K

Apollo AAM Port 1
¥ Apollo APB Area 1

hes: |
Mets: |
he7. |
Meg: I

Megt |
Mt |

Led Lef Lo Lo Lo e L L Lef L

Cancel

Visitor group lists are configured as follows:

1. Go to the Apollo Vis. group list object settings panel.

[101 [apolio vis. aroup lst 1 1 Number [1 =]
Apollo AAN I& | Disable 2 Groups of visitors
Net: | =
| £pallo 44N 1 =
: Nez: | ]
Region -
Ne3: | ]
Ned: | -
NS | &
e | -
Ne7: | &
hzg: I j
N3 | =
Net0: | ]

2. In the Number drop-down list select the visitor group list number in the controller (1).

3. In the drop-down lists in the Groups of visitors No.1-10 group select Apollo Visitor group objects
corresponding to groups that are to be included in this group list (2).

4. Click Apply (3).

Configuring visitor groups is completed.
Configuring APB Area

The APB Areas allow controlling the number of users in the area and denying access when maximal visitors number is
reached.

i1 Important!
At least two APB Areas corresponding to entrance and exit areas of the AIM controller are to be configured in the
system (see also Configure AIM readers). If just one APB area is configured, the system will lock it when it is filled
and it will be impossible to reset the counter. See also Example of APB Areas configuration.
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The APB Area is configured on the Apollo APB Area object settings panel, that is created on the basis of the Apollo AAN
object on the Hardware tab of the System settings dialog box.

Programming

- LOCALHOST
&-§5 Apollo SDK v.2 1
&g Driver of senior line 1

Murnber: I‘I = l

[1111  J4pallo APE Area 1

Apollo A4N e Connection with Intellect region: IInside

| &polio £ 1 -

Initial mode: I Cloged

Mode when zone is closed: IFo[bid access

Fegion |

Internal variable: IDo not uze

I bermn: I

1% walue, if there are minimum persons in zone: INo operation

1% walue, if there are maximum persons in zone: IND operation

K1 0 K K | K R Y

Reader to get inta zone when it has "closed" status I

M axirnum number of persons in zone: 3

Minirmurm number of persons far [ tiggering: 0

M aximum nurnber of persons for [ iggening: 0

Require two cards [
Let inta restricted zone, if cormmands are allowed [
Charge status while accessing, if commands are lowed [

APB area is configured as follows:
1. Go to the Apollo APB Area object settings panel.

[113.3 " [Apolo &4PE Area 1 Humber [1 =] 1
Apoll AAN e Connection with Intellect regian: IInSide j 2
|J‘,_.“m”|:l 24N 1 = Initial made: IEInsed j 3
Fegion j Mode when zone iz closed: IForhid access j 4
Intermal variable: IDo not use j
I termn: I j
I walue, if there are minimum persons in 2ohe: INo operation j
1% walue, if there are masimum perzons in zone: IND operation d
Reader to get into zone when it has "clozed” status I j 5
b aximum number of persans in zane; 3 E 6
Minirum rumber of persons for [V tiggenng: O E
M aximurn nurmber of persans for IV tiggenng: 0 E

Fiequire two cards [ F
Let inta restricted zone. if commands are allowed [ B
Change status while accessing, if commands are allowed [ Q

Cancel

2. In the Number drop-down list select the APB area number in the controller (1).

3. In the Connection with Intellect region drop-down list select the Region object corresponding to this APB Area
(2). This Region object is to be set as entrance or exit region of an Apollo AIM reader (see also Configure AIM
readers).

4. In the Initial mode drop-down list select the initial state of the APB area that will be set when writing configuration
to controller: Closedor Opened (3).

5. In the Mode when zone is closed drop-down list select access rule for closed APB area, i.e. when maximum
number of users in it is exceeded (4).

6. In the Reader to get into zone when it has "closed" status drop-down list select corresponding AIM reader
(5).

7. Specify maximum number of people in the area (6).

8. If two cards are required to enter the zone set the corresponding checkbox (7).

9. If users are to be allowed to enter the closed zone if commands are enabled, set the corresponding checkbox (8).

10. If zone status is to be changed at access if commands are enabled, set the corresponding checkbox (9).
11. Click Apply (10).
12. To save the changes to the controller, write configuration to hardware.

i Important!



User counter in zone is reset when configuration is written.

Example of APB Areas configuration

At least 2 APB areas are to be configured in the system corresponding to entrance and exit regions of a reader. The first
APB zone is intended to control people count, and limits are set in it for number of users in region. The second APB area
does not necessarily have limitations on user number but entrance to this zone reduces number of users in the first zone
according to readers configuration.

Create 2 regions in ACFA Intellect: Inside and Outside. These regions are set as entrance or exit areas for readers 1 and 2:

 Modes

11111 JApollo AlM Reader 1 Numberm Initial:||:|r-,|_.,. card [~
Apollo Ak I Disable SDE, ID:I 0 Independent:lgnw card j
. -
|":"‘|3°"D AlM 1 Modes by time zone | Dealits) meds O
s  Time

Region | j I\ Settings | Time of door closing, 1 3 E
—Advanced settingz g Time of door halding, & 10 E

Forbid duress entrance [ o i .
Access request if access is allowed by hardware [ | | Altemative time of door closing, & B 3

Anccess request i acoess is forbidden by hardware [ Alternative ime of door holding, 51 20 E
Load configuration to reader v i -
Make decision on access locally [ | — Basic zettings
W aming before alam [ Allow impulse reset [
Entrance by twao cards [ Do ot use ful time of doar clasing v
Sound notification whils door unblocking [~ Do not use exit button [
Dizable second door in binding mode [~ Use ALJ id el
Digable only bounded reader while blocking [ i o5 sens.ur R
Lze cards buffering while passage [ Do not wai for access cycle [

se “soft" &PB [
Lirnit of PIM code fitting: IDD nok L "'I

- Regions
Delay of termporary APE, mir: IDo nat 1. 'I Entrance to: I Ihzide j
Mode of additional relay: IEunnecliDn with alarmj Enit fram: | Outside j
b awimum number of visitars: |3 j Access request mode; Ito Intellect "'I

Apphy Cancel

 Modes
{1.1.1.1.1.5 Japallo AlM Reader 2 Number]2 =] Initial: | Dy card |
Apallo Al I Disable SDE ID:I 1 |”d3|33”d3”t3|0nly card j
L -
|"f'\"|3°"D Altd 1 Modes by time zone | Use initial made ¥

: ~ Time
Fegion | j [ Settings | Time of door closing, s 3 3
~ Advanced settings ) Tirme of door haolding, = 10 3
Forbid duress entrance [ o _ -

Ancess request if acoess is allowed by hardware [ Alternative time of door closing, s B 3

Arcess request if access is forbidden by hardware [
Load configuration to reader W
Make decision on access locally [ | — Basic zettings
\Warning befare alarm [~ &llove impulse reset [
~ Enbrance by bwo cards | Do rik use full time: of door clasing [
Sound notification while door unblocking Dio hot use exit button T
Dizable second door in binding mode [ :

) : : se &10% az sensor of door opening [
Dizable only bounded reader while blocking [ D b veait b o

Use cads buffering while passage [ ) gl el el Slefe(=bis (el

Use "soft" &PB [~
Lirnit of PIMN code fitting: IDo rat L "I

|- Regions

Alternative time of door halding, 1 20 3

Delay of temporary APE. mit: IDD rat "I Entrance: bo: I Outside j
Mode of additional relay: |Eonnection with alarmj Exit fram; | Iriside j
 aximurm number of visitors: |3 ﬂ Arcess iequest mode: Itcl Intellect .I

Apply Cancel

The APB Zone 1 is associated with the Inside region and has limited user count of 5. The APB Zone 2 is associated with the
Outside region and has no limitations on user count.



[1377 " [apolo AFE Area 1 Number: [+ 7]

Connection with Intellect region: Ilnside

Apolla &8N | Disable
|.l'3.|:n:||||:| AAM 1 - Initial mode: ||:|Dged
Rzl | j Mode when zane iz closed: IFDrbid access

Internal variable: ID.:. not uge

I term: I

I% walue, if there are minimum perzong in zone: IN-:. aperatian

I walue, if there are maximum persons in zone; IND operation

Ll Lef L LefLef Lefled

Reader to get into zone when it has "clozed" status I

I b aximurn number of persons in zone: g 3: I

Finirnurn number of persons for 14 tiggening: 0 ::I

b awirurn rumnber of persons for 1Y tiggering: 0 E
Require two cards [
Let into restricted zone, if commands are allowed [
Change statuz while accessing, if commands are allowed [

Apply Cancel
[1172 " [apolo AFE Area 2 Number: [2 =]
Apollo AsN ™ Disable Connection with Intellect region: IEIutsu:Ie
|.f-‘«|30IID Ak T - Iritial mode: IEoned
Region | j Mode when zone iz closed: IForbid ances

Internal variable: IDn niot uze

I termn: I

I walue, if there are minimum persanz in zone: IND operation

I wealue, if there are masimum persong in 2one; IND operation

Leflefle] LefLefle] Lef Lo

Reader to get into zone when it has "closed" status I

I axirnum number of persons in zone; 0 E
Mirirnurn nurnber of perzons for 1Y triggering: 0 E
Maxirmurn number of persons for [V riggenng: 0 E

Require two cards [
Let inko restricted zone, if commands are allowed [
Change status while accessing, if commands are allowed [~

Apply Cancel

When 5 persons has entered the APB Area 1 through Reader 1, the area is locked and it is impossible ti enter in it. But if 1
person leaves APB Area 1 through Reader 2 (i.e. enters APB Area 2), then APB Area 1 unlocks as so as the number of
persons in it becomes 4.

So, not more than 5 persons in zone is maintained.

Note.
There can be more than 2 readers for entrance and exit APB area.

Configuring internal variables in ApolloSDK v.2
General description of the internal variables mechanism

The internal variables in ApolloSDK v.2 allow configuring complex internal associations and reactions in the Apollo
equipment. Internal variables can include up to 24 terms - logical elements the value of which affects the execution of a
command specified by an internal variable (one variable can contain up to 6 commands). The terms are changed by
corresponding devices. In particular, you can configure the connection of terms with the states of the following devices: the
AIM reader, the AIO input, the APB area. The association of an object with a term of the internal variable is configured in
the settings panel of the corresponding object.
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Note.
In addition to automatic execution of internal variable functions, it is possible to manually launch them from the

Map - see Control the Apollo internal variable.

Configuration of actions performed when corresponding combination of terms is achieved is carried out on the Apollo
Internal Variable object settings panel which is created on the basis of the Apollo AAN object on the Hardware tab of

the System settings dialog box.

Interfaces Programming

Mumber: I‘I 'l
Command on [¥: IDD hat clear 'l

r— Termn handling type. Execute when modified:

& LocalHosT
&-£2% Apollo SDK v.2 1

&g Driver of senior line 1
Apollo AAN 1
-2, Vis. group lists
- Visitor groups

I‘I 11 Apollo Intermnal Yariable 1

pollo AN [ Disable
| spollo A4 1 -
-IW Variables

Fiegion j
|Apollo Internal Variable 1]

) Apollo AAN Port 1 r~ Terms with initial TRUE walue—————————————
¥ Apollo APE Area 1 1 2 3 4 5 6 71 8 ¢~ logical AND of all terms, result -

¥ Apollo APB Area 2 lomical AMD of all terms
9 107 117 127 137147157 16
term, result -
) ) ] ] | @

< any termn, result -
logical OF of all terms

logical OF of all terms, result -
logical OF of all terms

r— Configuration of ['¥ functions

Het: IAID output control j ISett\ngs are not valid _I
Me2: IHeader relay contral j ISett\ngs are not valid _I
Mz3: IAPB Area control j ISett\ngs are not valid _I
Med: [Create IV calllog =l _|
25 IUnIock.-"seIec:t reader mode j ISEWNQS are nat valid _I
Meg: IEaII of ather I functions j ISett\ngs are not valid _I

Apply

1 Important!
Since this mechanism is hardware-based, after setting up the relevant objects, send the configuration to Apollo

hardware - see Write configuration to hardware.
The configuration of Apollo internal variables is done in the following order:

1. Configuring internal variables objects in ApolloSDK v.2
2. Associating objects with terms

Configuring internal variables objects in ApolloSDK v.2

Creating and configuring terms

Apollo Term objects are created on the basis of the corresponding Apollo Internal Variable object on the Hardware ta
b of the System settings dialog box.

Hardware Interfaces Programming

Pl [ ]
&3 Apolo SDKv.2 1 [11.1.1.10 [4palia Temn 1
Ell!i > 'v:;:;lcsenr:;r :Ili-ne 1 &pollo Internal Variable [ Dizable
o
|Apollo Intemal W ariable 1 re

¥ Apollo APB Area 2
B 24 Vis. group lists e

B -
- 4 Visitor groups Rl J
=--I¥ Variables
-IW Apollo Internal Variable 1

@ Apollo AAN Port 1
i Apollo APB Area 1

To setup a term, select it's number in the corresponding drop-down list.
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After all required terms are created, write configuration to hardware.
General settings of internal variable
The general parameters of the internal variable are set in the following order:

1. Go to the Apollo Internal Variable object settings panel.

[T303 [apalo Intemal Variable 1 Nuber [1 <] 1

ooy | Command on [Y: IDD ot clear - I 2

r— Term handling type. Execute when modified:

| 2polio 40 1 v
< any term, result -

j logical OR of all terms

Region |

logical OR of all terms, result -
logical OF of all terms

r— Termng with initial TRUE value
logical AMD of all terms, result -
Farrarisr 4 s el 70 8 L logical AMD of all terms
T alC 10 11 120 130 14 157 16
term, It -
) e R e ) ] ] E || e

r Configuration of %Y funchionz

M=1: IAlD oLtput contral j ISettings are hot walid _I
Pz IHeader relay cortral j ISEWHQS are not walid _I
M2 I.-’-'A.F'E Area contral j ISetlings are not walid _I
Med: | Create 1Y call log [~] ! .. |
B IUnIock.f'seIect reader made j ISEWHQS are nat walid _I
Me6: IEaII of ather W functions j ISEWHQS are not walid _I

In the Number drop-down list select the internal variable number in the controller (1).

In the Command on IV drop-down list select command for internal variable: Clear or Do not clear (2).
Click Apply (3).

To save the changes to the controller, write configuration to hardware.

auahrhwWN

The general parameters of the internal variable are set.
Setting initial values of terms

The values of all the 24 terms in the internal variable must be initialized no matter how many terms will be used in this
internal variable. By default, when you create an Apollo Internal Variable object, the value of all terms is set to FALSE.
Initial values can subsequently be changed in accordance with the rules set for the corresponding Apollo equipment.

The initial values of the terms are set as follows:

1. Go to the Apollo Internal Variable object settings panel.

[1313 [apolo Intemal Variable 1 Number: [1 ~]

ooy | Command o [4: IDn ot clear 'I

r— Term handling type. Execute when modified:

| 2polio 40 1 v
< any term, result -

j logical OR of all terms

Fiegion |

logical OR of all termg, result -
logical OF of all terms

— Temms with initial TRUE valus—F
logical AMD of all terms, result -
S o S S i A - logical AMD of all terms
[T a1 11 1200 13 14 165 16
k A It -
) e e e ) ] ] B || e

r Configuration of %Y funchionz

M=1: IAlD oLtput contral j ISettings are hot walid _I
Pz IHeader relay contral j ISEWHQS are not valid _I
M2 I.-’-'A.F'E Area contral j ISetlings are not walid _I
Med: | Create 1Y call log [~] ! .. |
hef: IUnIockkeIect reader mode v ISEWHQS are nat walid _I
Me6: IEaII of ather W functions j ISettings are not vwalid _I




2. Check the boxes next to the numbers of those terms that should be set to TRUE (1) when writing the internal
variable to the controller.
3. Click Apply (2).
4. To save the changes to the controller, write configuration to hardware.
Setting initial values of terms is completed.

Configuring logical condition for terms processing

Configuration of the logical condition for terms processing is carried out in the following order:

1. Go to the Apollo Internal Variable object settings panel.
[1393 [apolo Intemal Variable 1 Number:[1 ~]

ooy | Command on [%; IDD not clear 'I

- Term handling type. Execute when modified: —f—
< any term, result -
j lomical OR of all kerms

| 2polio 40 1 v

Region |

logical OR of all terms, result -
logical OF of all terms

r— Termng with initial TRUE value
logical AMD of all terms, result -
Farrarisr 4 s el 70 8 L logical AMD of all terms
T alC 10 11 120 130 14 157 16
term, It -
) e R e ) ] ] E || e

r Configuration of %Y funchionz

M=1: IAlD oLtput contral j ISettings are hot walid _I
Pz IHeader relay cortral j ISEWHQS are not walid _I
M2 I.-’-'A.F'E Area contral j ISetlings are not walid _I
Med: | Create 1Y call log [~] ! .. |
B IUnIock.f'seIect reader made j ISEWHQS are nat walid _I
Me6: IEaII of ather W functions j ISEWHQS are not walid _I

Apply Cancel
2. Set the Term handling type. Execute when modified switch to one of the positions described in the table below
(1).
Switch position Description
any term, result - logical OR of  Actions specified in the internal variable will be executed when any term is
all terms changed, provided that the logical OR of all terms is TRUE.
logical OR of all terms, result - Actions specified in the internal variable are performed if at least one term is
logical OR of all terms TRUE.

logical AND of all terms, result - Actions specified in the internal variable are performed if all terms are TRUE.
logical AND of all terms

any term, result - modified term The actions specified in the internal variable will be performed when any term
value is changed.

3. Click Apply (2).
4. To save the changes to the controller, write configuration to hardware.

Configuring logical condition for terms processing is completed.
Configuring internal variable functions (actions)

The functions of the internal variable determine the actions to be taken when the corresponding logical condition is fulfilled.
Up to 6 IV functions can be set, while an IV function can start other IV function.

The 1V functions are configured as follows:

1. Go to the Apollo Internal Variable object settings panel.
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|‘| BRI Apalla Internal W ariable 1

Apolla A48 [” Dizable
| &polio A 1 -

Region | j

— Termns with initial TRUE walue
Dz 20 a0 s 60 70/ 8
T a1l 11 120 13 14 165 16
17 18 189 20" 2 22C 23 24

MHumber: I‘I "I
Command o [%: IDn ot clear "I

— Term handling type. Execute when modified:

- any term, result -
logical OF of all terms

logical OF of all termz, result -
logical OF of all terms

logical AMD of all terms, result -
logical AMD of all terms

arw term, result -

modified term value

 Configuration of IV functions 1

M=1: IAIIZI output control

j ISettings are hat valid

Mz IHeader relay contral

j ISettings are nat valid

M3 I.t’-‘n.F'B Area cantrol

j ISetlings are not walid

Mzd: IEreate " call lng

=1}

MeE: IUnIou:k.f'&eIeu:t reader mode

j ISettings are nat valid

Meh: IEaII of ather [V functions

o i

j ISettings are nat valid

Apply Cancel

2. Select the required function in the corresponding drop-down list (1, see table).
3. Click ... and configure the function parameters (2, see table).

Function

AIO output control

Reader relay control

APB Area control

Create IV call log

Unlock/select reader
mode

Call of other IV
functions

4. Click Apply (3).

Description

Switch relay on AIO security panel

Switch relay of a reader connected to an AIM controller

Change APB area state

Logging a message about fulfillment of conditions of the internal
variable

Setting operation mode of a reader connected to an AIM controller

Performing functions of another internal variable, regardless of the
meaning of its terms

5. To save the changes to the controller, Write configuration to hardware.

Configuring IV functions is completed.
Associating objects with terms

Associating AIO input with a term
Associating AIO input with a term is performed as follows:

1. Go to the Apollo AIO Input object settings panel.

Parameters

Security
panel

Panel relay

AIM
controller

Reader
Relay

APB Area

AIM
controller

Reader type
Mode

Variable



Murnber: |1 "I

I'I.'I.'I.'I.'I.' Apollo A0 Input 1

I ask by time zone B
Apolla 410 I~ Disable : i
| pallo 410 1 S
olla - :
E Configured v
Region | j Tamper iz normally opened |
Sensar iz normally opened I
Request to dizarm while entrance I
Delay for entrance 1] =
Delay for exit 1] =]
Internal wariable mechatism
Internal variable IDu:u not uze j 1
I term I j Z
O peration with term, if input
nat configured IND operation j
armed INu:u operation j
failure IND operation j
alarm INu:u operation j

2. In the Internal variable drop-down list select the required Apollo Internal Variable object (1).
3. In the IV Term drop-down list select the Apollo Term object corresponding to a term to be controlled by the state

of this Apollo AIO Input object (2).
4. From the drop-down lists in the Operation with term, if input group select which values the term should have if

the AIO input is not configured, armed, in a fault state or in an alarm (3). The following operations are available:

Operation Description

No operation = The value of the corresponding term does not change
Clear term The term is set to FALSE

Set term The term is set to TRUE

Send impulse The value of the term changes to the opposite for a short preset period

5. Click Apply (4).
6. To save the changes to the controller, write configuration to hardware.

Associating AIO input with a term is completed.
Associating APB area with a term
Configuring the association of APB areas with terms of internal variables is not mandatory.

Configure the association of APB areas with terms of internal variables is carried out as follows:

1. Go to the Apollo APB Area object settings panel.
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{1110 Japallo APE Area 1 Number: [1 =]

Apolla AAN I& Dicchie Connection with [ntellect region: IIn&ide j
|.-’-‘-.po||0 YR = Imitial mode: ICInsed j
: Mode when zone is closed: IFg[bid access j
Region j
[nternal variable: IDo not uze j 1
I term; I j )
' walue, if there are minimun persons in 2one; INc. operatian j 3
' walue, if there are marimum persong in 2one: IND operatian j4
Fieader to get into zone when it has “'closed" status I j
b aximurm number of perzons in 2one; 5 E
Minimum nurnber of persans for %Y tiggenng: O E 5
M axirmurn number of persons for [V iggening: 0 E ﬁ

Require two cards [
Let inta restricted zone, if commands are allowed [
Changs status while accessing, if commands are allowed [

2. In the Internal variable drop-down list select the Apollo Internal Variable object corresponding to the required
internal variable (1).

3. In the IV term drop-down list select the required Apollo Term object (2).

4. In the IV value if there are minimum persons in zone drop-down list select an operation to be performed on
term when the condition is fulfilled (3, see the table).

5. In the IV value if there are maximum persons in zone drop-down list select an operation to be performed on
term when the condition is fulfilled (4, see the table).

Operation Description

No operation = The value of the corresponding term does not change
Clear term The term is set to FALSE

Set term The term is set to TRUE

Send impulse The value of the term changes to the opposite for a short preset period

Set the required value in the Minimum number of persons for IV triggering field (5).
Set the required value in the Maximum number of persons for IV triggering field (6).
Click Apply (7).

To save the changes to the controller, write configuration to hardware.

ORN»

Configure the association of APB areas with terms of internal variables is completed.
Associating AIM reader commands with terms

Associating AIM reader commands with terms allows changing term value on corresponding command from reader.

1 Important!
Most of the reader commands are only supported for AP-500 reader. The usual reader with a keyboard support
PIN+10 and PIN+20 commands (2 and 3 commands, correspondingly).

To enter a command using AP-500 reader, present a card, then press Cmd, enter a command number and press <Enter>.
The even command sets corresponding term to TRUE, the odd command sets it to FALSE.

Correspondingly, when PIN+10 is entered, the term assotiated with 2 and 3 commands will be set to TRUE, when PIN+20
is entered, it will be set to FALSE.

(D Note.

PIN+10 and PIN+20 means that 10 or 20 is added to the PIN number, correspondingly. For example, if a user has
PIN-code 8080, then PIN+10 = 8090. The user will have to enter 8090 to set corresponding term to TRUE.

Assigning AIM reader commands with terms is performed as follows:

1. Go to the Apollo AIM Reader object settings panel.
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6.
7.
8.

 Modes

[13:7.737 [4polio &M Freads 1 Numbe]1 2] Iritst [l card =
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Click Configure IV (1).

. The Connection with variables configuration dialog box opens.

Connection with variables configuration X

1] Internal variable 2 Witem

by command 2 3 Apollo Internal Variable

by command 4 5 I.-!'.pcullu:u Internal Variable 1 j I

L

by command 6 7 I.-!'.pcullu:u Internal Variable

by command & 9 I.-!'.pcullu:u Internal Variable

L

by command 10 11 I.-!'.pculln Internal Variable

L

by command 12 13 I.-!'.pcullu:u Internal Variable

=
3 9 4 K

L

by command 14 15 I.ﬁ.pcullu:u Internal Variable

3 (4 I Cancel |

In the drop-down list in the Internal variable column, select the Apollo Internal Variable object corresponding
to the variable whose term the command from the reader should change (1).

In the Internal variable drop-down list select the Apollo Internal Variable object corresponding to the required
internal variable (2).

Click OK (3).

Click Apply (2).

To save the changes to the controller, write configuration to hardware.

Assigning AIM reader commands with terms is completed.

Configure system without AAN central controller

To configure the system without central controller, do the following:

1.

2.

3.

Create the Driver of minor line object and speciify parameters of the AIM modules connection (see the Configure
connection of AAN controller section).

Create the Apollo AIM SC object on the basis of the Driver of minor line object and configure the AIM interface
module (see the Configure AAN controller and Configure the AIM interface module sections).

Create the Apollo AIM SC Reader objects and objects of virtual inputs and relay (see the Configure AIM readers s
ection).

Configuring of all devices in this method is equal to configuring devices in system with central controller apart from the
following points:

1.
2.

Disabling of readers is available. To do this, select the Activate checkbox and click the Apply button.
Virtual inputs can be masked permanently and by time zone.Virtual input can't be in alarm state while masking.

Write configuration to hardware
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For system with central controller configuration is writing to the AAN controller, for system without central controller - to
the AIM module.

To write configuration to hardware select the Apollo AAN or Apollo AIM SC object depending on schema of security
system.

To write configuration to hardware click the Write hardware configuration button.

To write configuration of connection ports (only for the system with central controller) for the AIM and AIO modules click
the Write ports configuration button.

To write users, their cards and access levels to hardware click the Write VMS configuration button. To write these data to
hardware automatically set the Dynamics checkbox on the settings panel of the Apollo SDK v.2 object and click the Appl
y button.

Configure supporting of access card formats

In the ACFA Intellect software package it is possible to congifure supportings of formats of required access cards.

For this, open the FormatsCard.xml file located in the <Directory of the Intellect software installation>\Modules and specify
corresponding parameters of format for access card is to be added:

BitsOnCard - number of bits on card;

BitsForEven — number of bits for even check;

BitsForOdd - number of bits for odd check;

NumBitsInFC - number of bits in facility code;
IndexFCBegin - index of faciliy code's begin;
NumBitsInCardNumber — number of bits in card number;
IndexCardNumberBegin - index of card number's begin.

Example of configuring the Wiegand26 and Wiegand38 card formats supporting is follows:

<?xml version="1.8" encoding="UTF-8"2>
<FormatsCard>
<Formats>
<Format>»
<W BitsOnCard»>26</W _BitsOnCard:>
<W BitsForEven»8</W BitsForEven:>
<W BitsForOdd»>@</W _BitsForOdd>»
<W_MumBitsInFC»8</W NumBitsInFC>
<W_IndexFCBegin>»B</W_IndexFCBegin>
<W_NumBitsInCardNumber>26</W_MNumBitsInCardNumber:
<W_TIndexCardNumberBegin>8</W_IndexCardMumberBegin:>
</Format>
<Format>
<W BitsOnCard>38</W BitsOnCard>
<W_BitsForEven»19</W BitsForEven>
<W BitsFor0dd»>19</W BitsForOdd:>
<W_NumBitsInFC»8</W MumBitsInFC>
<W_IndexFCBegin>B</W_IndexFCBegin>
<W_MNumBitsInCardNumber>36</W NumBitsInCardNumber:>
<W_IndexCardNumberBegin>1l</W_IndexCardMumberBegin:
</Format>
</Formats>
</FormatsCard:

(D Note.

Wiegand 26 and Wiegand 38 card formats are supported on default.

1 Attention!
Maximum number of card formats are to be added is 6. If more than 6 card formats have been added, the first six
formats will be supported and other formats will be ignored.
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Working with the ApolloSDK v.2 integration
module

General information about working with the ApolloSDK v.2
integration module

The following interface objects are used to work with the ApolloSDK v.2 integration module:

Map;

Event Log;

Visitor Management System;
Photo Identification.

AWNE

Information about configuring these interface objects is presented in the following Intellect Software System documents: A
dministrator's Guide, Visitor Management System Module Settings and Operation Guide, and Photo ID User Guide .

How to work with interface objects is described in detail in Intellect Software System: Operator's Guide.

Additional user settings in Apollo SDK v.2

The Apollo SDK v.2 integration module provides the ability to specify individual additional user settings in the Access
Manager window (for more information about this module, see the Access Manager Module Settings and Operation Guide).

Additional user parameters are configured as follows:

1. Go to user editing (see Going to user editing).

temmsmn 1ol
Uszer card Access level | Comment
"Never" Inherited
Uncorfigured =
Access level assigned by
Addtional information
Artipassback Mo
Birth place
Card expiry date Mot specified
Card issued by |
Commencement of card Mr, 06 oxr 2017 13:21:55
Date of card issue Mr, 06 oxT 2017 13:21:55
Date of firng Mot specified
Date of hiring: I, 06 okt 2017 13:21:59
E-mail address
Extemal ID
Number of card loss 0
Office phone
Passport number
Personnel number N
Save Cancel

2. Click the 3 button in the Apollo SDK v.2 extension field. The Additional user options for Apollo SDK v.2 dia
log box opens.


https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=124980307
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=124980307
https://doc.axxonsoft.com/confluence/display/acfaen/Visitor+Management+System+Module+Settings+and+Operation+Guide
https://doc.axxonsoft.com/confluence/display/acfaen/Photo+ID+User+Guide
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=124981221
https://doc.axxonsoft.com/confluence/display/acfaen/Access+Manager+Module+Settings+and+Operation+Guide
https://doc.axxonsoft.com/confluence/display/acfaen/Going+to+user+editing

¥ additional user options for Apollo SDK v.2 I |

Ell% Apollo SDK v 2 1 — Options

E|'"‘§H Piuer nf"seﬁnrpz Ii-||'|E 1 Operator request before "Denied”
------- . Apollo 1 Operator request before Grant”

sz long times

Allow one pass
Visitor escort type:

ICDmmu:un user

B O00o

Visitor exscort group or list

27 Customize @ Apply | Cancel |

Kl

3. Select the AAN controller in the tree (1). Set the Customize checkbox (2).

4. If operator request should be send before user access denial, set the (3) checkbox. If operator request should be
send before user access granting, set the (4) checkbox.

If prolonged time interval for lock opening for this user is required, set the Use long times checkbox (5).

If user is allowed to pass first, set the Allow one pass checkbox (6). Set the visitor escort type (7):

ow

Escort Comment

type

Common A user who can access through the Apollo readers in accordance with assigned access levels.

user

Visitor A visitor who can access through the Apollo readers in accordance with assigned access levels without

escort.
Escorter A user who have to escort a group of visitors assigned to a corresponding group of visitors.
Escorted A visitor who can access through the Apollo readers in accordance with assigned access levels but

must access together with an escorter. Events about the passage of visitors with escort come to the
system after the passage of their escort.

7. In the Visitor escort group or list drop-down list, select the group of visitors to which the user belongs, or the list
of groups of visitors for which he is an escort (8, see also Configuring visitor groups and group lists).
8. Click Apply (9).

Setting up advanced user options in Apollo SDK v.2 is complete.

Control the AAN controller

Control the AAN controller is carried out in the Map interface window using the corresponding object's menu.

Apolle AAN 1[1.1.1]

Process alarms
Reset

Version request

Description of the Apollo AAN object's menu commands is given in the table.

Command Function
Process alarms  Processes alarm states
Reset Reset of controller

Version request Request for version of controller

Control the AIM SC controller

Control the AIM SC controller is carried out in the Map interface window using the corresponding object's menu.
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Apollo AIM SC 1[1.1.1]

Process alarms
Reset
Version request

Description of the Apollo AIM SC object's menu commands is given in the table.

Command Function
Process alarms  Processes alarm states
Reset Reset of controller

Version request Request for version of controller

Control the AIM interface module's readers

The ApolloSDK v.2 integration module's readers are managed in the interactive Map window using the Reader object's

menu.

Apcllc AIM 5C Reader 1[1.1.1.1.1.1]

Process alarms
Access granted

Set mode
Access denied

Description of the Reader object's menu commands is given in the table.
Command Function

Process alarms Processes alarm states

Access granted Grants access

Set mode Selects the working mode of reader

Access denied  Denies access

Control relay of the AIM security panel

Control relay of the AIM security panel is carried out in the Map interface window using the corresponding object's menu.

Apollo AIM SC Relay 1[1.1.1.1.1]
Set mode

To select the working mode of relay select the Set mode command in the Apollo AIM Relay object.

Control the Apollo internal variable

It is possible to run functions of an internal variable and set term values from the Map.

Note.
See Configuring internal variables in ApolloSDK v.2 for more details on internal variables.

Functions of the internal variable are launched from the Map in the following way:

1. In the Apollo Iﬂ_ernal Varﬁ‘able object menu select Execute.
i Apollo Intemal Varable 1[1.1.1.1]

Execute

2. The Internal variable execution dialog box opens.
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internalvariable execution x

————Command on IV: 1 Terms 5-16
{* Do not execute list of functions Termis atsent: IHe HEMonL30BaT: 'I
Term s absent: W

Execute list of functions if IV value is modified by this
command Term is absent: IHe WCMoNE30BaTE 'I
Term s absent: W
" Execute list of functions, use FALSE as IV parameter

Term is absent: W
" Execute list of functions, use TRUE as IV parameter Term s absent: IHe WTONL30BaTt 'I
Term is absent: IHe WCMONb306ETE "I
" Execute list of functions, use PULSE as IV parameter Term is absent: IHE reriEee vI

Terms 1-8 2 Terms 17-24
‘| Apollo Term 1 IHe WCTIONBI0BAETE "I Termis absent: IHe WCTIONBI0BETE "I
|\ Termis sbsent: IHe WCTIONB30BaTE 'I Term is absent: IHe WCTIONE30BaTE 'I
Tierm is absent: IHe WMoNL308aTt 'I Term is absent: IHe WMONL308aTt 'I
Term is absent: He wononssosatt 'I Tierm is absent: He wononssosaTt 'I
Term is absent; He nmonb3osatt 'I Term s absent: He wonsb3oBatt 'I
Term is absent: IHe WCMoNL30BaTE 'I Tierm is absent: IHe WCMoNE30BaTE 'I
Term is absent: W Term s absent: IHe WCMGNE30EaTE "I
Term is absent: IHe WCTIONB30BETE 'I Term is absent: IHe WCTIONB30BETE "I
3 | Execute I Cancel |

3. Set the switch to the position corresponding to the action to be performed (1). If you only want to set the term
values without performing the IV functions, set the switch to the Do not execute list of functions position.

variable (2).

Note.

From the drop-down lists corresponding to the terms, select the values are to be set to the terms of the internal

Only drop-down lists corresponding to terms created in the ACFA Intellect hardware tree are enabled (see

Creating and configuring terms).

If terms of an internal variable (addresses or count) were changed after ACFA Intellect was started, these
changes will not be displayed in this dialog box even if configuration was send to the controller. Restart AC

FA Intellect to use changed terms.

5. Click Execute (3).
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